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Chapter 1 | Products Overview 

{h! {ƻŦǘǿŀǊŜ ōǳƛƭŘǎ ƛǘǎ !ǇǇƭƛŎŀǘƛƻƴ {ŜǊǾƛŎŜǎ DƻǾŜǊƴŀƴŎŜ ǎƻƭǳǘƛƻƴ ŀǊƻǳƴŘ ƛǘǎ /ƻƳƳǳƴƛǘȅ aŀƴŀƎŜǊϰΣ 
tƻƭƛŎȅ aŀƴŀƎŜǊϰΣ tƻǊǘŦƻƭƛƻ aŀƴŀƎŜǊϰΣ [ƛŦŜŎȅŎƭŜ aŀƴŀƎŜǊϰΣ ŀƴŘ {ŜǊǾƛŎŜ aŀƴŀƎŜǊϰ ǇǊƻŘǳŎǘǎ ŦƻǊ !tL ŀƴŘ 
SOA Developer Engagement, Planning, Development, and Operational Governance. 

 

{h! {ƻŦǘǿŀǊŜΩǎ /ƻƳƳǳƴƛǘȅ aŀƴŀƎŜǊϰΣ tƻǊǘŦƻƭƛƻ aŀƴŀƎŜǊϰΣ [ƛŦŜŎȅŎƭŜ aŀƴŀƎŜǊϰΣ tƻƭƛŎȅ aŀƴŀƎŜǊϰΣ ŀƴŘ 
{ŜǊǾƛŎŜ aŀƴŀƎŜǊϰ ŎƻƳōƛƴŜ ǘƻ ŦƻǊƳ ŀ ŎƻƳǇǊŜƘŜƴǎƛǾŜ !ǇǇƭƛŎŀǘƛƻƴ {ŜǊǾƛŎŜǎ DƻǾŜǊƴŀƴŎŜ !ǳǘƻƳŀǘƛƻƴ 
solution.  

Community Managerϰ is a sophisticated developer community product to help enterprises attract, 
manage, and support the developers that build Apps using their APIs. It provides an extensive set of 
social capabilities to promote the creation of a community of developers either inside or outside the 
enterprise, or a combination of both. These developers collaborate to form an innovation engine to 
drive new channels and improve existing business processes. The network-effect of the social 
capabilities enable a community commons model for social contribution to the APIs themselves through 
support and documentation, and to the Apps the developer community creates. 

tƻǊǘŦƻƭƛƻ aŀƴŀƎŜǊϰ ƛǎ ŀƴ ƛƴƴƻǾŀǘƛǾŜ tƭŀƴƴƛƴƎ DƻǾŜǊƴŀƴŎŜ ǇǊƻŘǳŎǘ ǘƘŀǘ ƘŜƭǇǎ ŜƴǎǳǊŜ ǘƘŜ ŀƭƛƎƴƳŜƴǘ ƻŦ 
API and SOA Programs with strategic IT investment and business objectives and makes sure that 
enterprises build the right services at the right time. It helps customers identify candidate services and 
build an API and SOA roadmap through Modeling, Asset Identification, and a Portfolio Management 
process. To achieve these goals Portfolio Manager functions as part of a unified Application Services 
DƻǾŜǊƴŀƴŎŜ ŀǳǘƻƳŀǘƛƻƴ ǎǳƛǘŜ ǿƛǘƘ ǎŜŀƳƭŜǎǎ ƛƴǘŜƎǊŀǘƛƻƴ ǿƛǘƘ [ƛŦŜŎȅŎƭŜ aŀƴŀƎŜǊϰ ŀƴŘ tƻƭƛŎȅ aŀƴŀƎŜǊϰ.  
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[ƛŦŜŎȅŎƭŜ aŀƴŀƎŜǊϰ ǇǊƻǾƛŘŜǎ ŀƴ ŀŘǾŀƴŎŜŘ ǎƻŦǘǿare development asset (SDA) repository, lifecycle 
management, and metadata federation solution. It governs leading development platforms, ensuring 
consistent definition and management of services and other assets across all development 
environments. Lifecycle Manager supports advanced SDA repository and governance capabilities 
including the ability to define and manage custom asset and artifact types, asset relationship 
management, integrated development environment (IDE) integration, and comprehensive asset 
federation. It integrates seamlessly with Community Manager to publish API definitions and 
documentation, and to provide workflow for the developer consumption process. It also integrates with 
Policy Manager where policy decisions are required in the Development Governance process, as well as 
provisions service consumption agreements made by developers to Policy Manager for further 
governance. Lifecycle Manager supports application development and architecture teams, providing a 
comprehensive Development Governance solution. 

{ŜǊǾƛŎŜ aŀƴŀƎŜǊϰ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƛƳǇƭŜƳŜƴǘǎ ŀƴŘ ŜƴŦƻǊŎŜǎ ǇƻƭƛŎƛŜǎ ŦǊƻƳ tƻƭƛŎȅ aŀƴŀƎŜǊ. It generates 
usage, performance and policy compliance metrics that it reports to Policy Manager and into 
Community Manager so that it can audit that policies are being enforced in a closed-loop process. 
Service Manager supports API and SOA and enterprise operational management functions, ensuring that 
services are security, reliable, and meet the performance goals for each consumer. 

tƻƭƛŎȅ aŀƴŀƎŜǊϰ ǇǊƻǾides a runtime registry/repository and comprehensive Policy Governance solution 
for APIs and SOA services. Policy Manager includes a built-in policy and service metadata repository 
supporting its policy governance processes. Policy Manager supports enterprise API and SOA 
architecture functions, ensuring consistent application of policies throughout enterprise API and SOA 
programs. Using this solution architects, developers, security administrators, and operations managers 
can define and govern policies that are applied to services throughout the appropriate stages of their 
lifecycle. 
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Chapter 2 | Concepts Overview 

This section introduces the core concepts you need to understand in order to properly use the 

products.  

Organizational Structure and IDs 

The Workbench "Organization Tree" contains descriptions of businesses or organizations that provide 

web services that are part of your Policy Manager deployment. The organizational hierarchy is 

structured with a Root Organization at the top level tier and Sub-Organizations and second level and 

subsequent tiers. Each Sub-Organization includes "Services," "Contracts," "Policies," and "Containers" 

Workbench Objects. See Workbench Objects. 

The Root Organization is the "Registry" repository where your Policy Manager data is stored and 

represents an "Organization Tree" node that is not a child of any other Organization. All Organizations 

are children or other descendants of the Root Organization. You can rename the Root Organization as 

needed based on your business requirements.  

When you add a new "Organization" it is added to the "Organization Tree." You build your 

organizational hierarchy one organization at a time. Any tier level of the Organization Tree can be a 

"Parent Organization." Organizations at the same level are peers. You can populate the Organization 

Tree with additional tier levels (i.e., sub-organizations) and can also designate these sub-organizations as 

"Parent Organizations" based on your requirements. If you are just starting and have not defined any 

organizations, the "Parent Organization" will be the "Root" organization. 

Note: Organizations added to the Organization Tree are sorted alphabetically.  
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Organization Tree Functionality 

The following list provides an overview of key functionality supported by the Policy Manager 

"Workbench." 

¶ Organization Creation and Type 

Organizations are created in the Workbench service environment and can be assigned up to four 
different organization types (i.e., Application, Company, Department, or Project). 

¶ Organization Tiers 

Organizations can include other organizations. There is no limit on the number of tiers that are 
supported. 

¶ Delegated Management & Administration 

Organizations support delegated management and administration. Organization Administrators can 
create new services, Containers, and sub-organizations within their organization. 

¶ Permission Assignment 

Read or Modify permissions can be assigned to a User or User Group for an organization. 

¶ Movement of Services Between Organizations 

An administrator with modify privileges can move services between organizations. 

¶ Tree Structure to Represent Organizational Hierarchy 

The Organization hierarchy is represented as a tree that shows entities to the level of Containers. 
The tree does not show individual operations of a service. 
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¶ Derivation of Organizational Hierarchy 

The organization hierarchy as well as the objects (i.e., Containers, Provided and Consumed Services) 
are obtained as the result of the existing search functionality in the Policy Manager. 

¶ Composition of Organizational Hierarchy 

The organization hierarchy includes the following collections/folders at each node: 

- Services 

- Contracts (Consumed and Provided) 

- Containers 

- Policies 

¶ Extension of Existing Search Functionality 

The existing search functionality supports searching for organizations in addition to the existing 
services. 

¶ Search Parameters for Services and Organizations 

The search parameters for both services and organizations include the following: 

- Container Name. This includes all services and/or organizations that are managed by or owned 
by those entities. 

- Organization. This includes name, type, and tree position. Search produces results that include 
all services belonging to those organizations or the organizations themselves. 

¶ Consumed Services Node 

For each organizational entity, the Organization Tree lists the Services Consumed by that 
organization. This "Services Consumed" node includes both services and entire organizations. This 
implies that all the services of the organization can consumed by the consumer. The Organization 
Tree does not support a drill-down into the details of the consumed organizations. 

Workbench Objects 

A Workbench Object is an element in an Organization Tree that contains a specific type of "metrics" 

information pertaining to the web service. Metrics information for each object includes configuration, 

security (i.e., access control and policy), attribute, and state information. 

Objects that display in the "Organization Tree" are first class objects meaning that they can be used in 

Workbench without restriction and have intrinsic identity. The first class object is a complete entity unto 

itself, includes all the privileges and properties, and can be passed to functions and returned from them. 

Core functionality of the first class object is presented in the Workbench as "Portlets." External attribute 

information related to a particular function is via tabs. 

In Policy Manager, an Organization Tree includes the following object types: 

¶ Root Object 

The "Root Object" represents the top of the "Organization Tree" and is defined during your initial 
Policy Manager configuration. The "Root Object" name represents the name of the Policy Manager 
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"Registry." This name can be customized using the "Modify Organization" action. Actions that can be 
performed at the root level include Add Organization, Add Container, Create Physical Service, Create 
Virtual Service, Rename Organization, Import Package, and Add Policy. The "System Summary" 
provides an overview of "state" information for entities defined within your Organizational 
Hierarchy. 

¶ Organization Object 

The "Organization Object" includes description information about the Organization (i.e., business 
entity) and includes a Services, Contracts, Containers, and Policies folder. You populate the 
"Organization Tree" at the root level using the "Add Organization Wizard." Organizations" are 
structured using a Parent/Child Hierarchy. 

¶ Service Object 

The "Services Object" stores services that have been added to the Organization using the "Create 
Physical Service," "Create Virtual Service," and "Virtualize Service" wizards. Within the Services 
Object you can perform service management activities including policy management, access point 
creation, category management, rule management, and usage data monitoring. You can also 
transition a service to a new provider by changing the provider organization using the "Select 
Provider Organization" function. 

¶ Contract Object 

A "Contract" is a document that provisions the expected utilization of services. Each contract is 
configured with an access control method that represents the method a service uses to enforce a 
contract. There are two types of access control that can be assigned to a contract. A service can 
enforce a contract by authorizing an application or Consumer Organization Identities to use a 
service, OR a service can use a default contract and allow consumer (application and organization) 
users that do not have a contract explicitly assigned. 

You define contracts at the root level using the "Add Contract Wizard." In order to create a contract, 
you must have at least one Organization defined that is assigned to the contract as either a Provider 
or Consumer Organization. The contract definition is added the Provided or Consumed Contracts 
folder of the Organizations selected during the configuration process. Here you can modify the 
contract, define contract scope, consumer identities, assign QoS policies, and configure contract 
metadata. 

¶ Policies Object 

The "Policies Object" provides a platform for managing the creation and maintenance of WS-
Security and compatibility policies (i.e., Pipeline Policies) that comprise your Policy Manager 
deployment. The policy framework supports delegated administration which means that policies can 
be assigned at the Organization and Service Operation levels. Based on your security requirements, 
you can configure policies as single entities or you can define a policy group (i.e., Aggregate Policy) 
that includes two or more policies. The "Add Policy Wizard" is used to create a policy. Policy types 
that support inclusion in an "Aggregate Policy" A subset of policy types can be included in an 
"Aggregate Policy." Policies can be attached to different governable entities in the Policy Manager 
"Workbench" including Organizations, Services, Operations, Access Points, Bindings, and Messages. 
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¶ Container Object 

The "Container Objects" stores containers that are utilized by services within the current 
Organization. It provides tools for viewing and modifying the listener configuration of a container, 
configuring and managing virtual service hosting of containers, and cloning the configuration of a 
"source" container to a "target" container. 

Containers are initially defined using the Policy Manager "Add Container Wizard." and can then be 
viewed within its assigned organization in the Containers folder. 

Each Container Cluster has its own tree hierarchy which can be expanded to view Members (i.e., 
Cluster Nodes). Container Types that are independent (i.e., not a Member of a Cluster) do not 
include an expandable tree hierarchy. 

 

Figure 1: Container Object with Cluster Hierarchy in Organization Tree  

Workbench Object Relationships 

Main objects in the Policy Manager are: Organization, Service, Contract, Container, Policy and Identity. 
All of these objects are associated with different other objects in different ways. For example: 

¶ Service 

- Service belongs to an organization. 

- Service can only be managed by a Container that belongs to the same organization (or ancestor 
organization) to which service belongs to. 

- Service can use only the policies defined at the organization that the service belongs to or its 
ancestor organization. 

- Service can only be part of the scope of the contract with the provider organization as the 
organization the service belongs to or the ancestor organization. 

- Service Identity can only be part of the consumer identities of the contract with the consumer 
organization as the organization the service belongs to or the ancestor organization. 

¶ Container 

- Container belongs to an organization. 

- Container can only host/manage the services that belong to the same organization as the 
container or its descendent organization. 

- Container Identity can only be part of the consumer identities of the contract with the consumer 
organization as the organization the container belongs to or the ancestor organization. 

¶ Organization 

- hǊƎŀƴƛȊŀǘƛƻƴ ōŜƭƻƴƎǎ ǘƻ ƛǘǎ ǇŀǊŜƴǘ ƻǊƎŀƴƛȊŀǘƛƻƴ ŜȄŎŜǇǘ ǘƘŜ άwƻƻǘέ ƻǊ άwŜƎƛǎǘǊȅέ ƻǊƎŀƴƛȊŀǘƛƻƴ ǘƘŀǘ 
does not have any parent Organization. 

- Organization contains Services. 
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- Organization contains Containers. 

- Organization contains Contracts when it is either the provider or consumer organization of the 
contract. 

- Organization contains policy definitions. 

- Organization has identities assigned to it. 

¶ Contract 

- Contract has a provider organization. 

- Contract has a consumer organization. 

- Contract has a scope with services. Contract scope contains only the services that are provided 
by the provider organization sub-tree of the contract. 

- Contract has a set of ŎƻƴǎǳƳŜǊ ƻǊƎŀƴƛȊŀǘƛƻƴ ƛŘŜƴǘƛǘƛŜǎΦ /ƻƴǘǊŀŎǘΩǎ ŎƻƴǎǳƳŜǊ ƛŘŜƴǘƛǘƛŜǎ Ŏƻƴǘŀƛƴ 
only the identities that are assigned to consumer organization sub-tree of the contract. Here the 
word "assigned" means that the identity assigned to any object that is part of the consumer 
organization sub-tree. 

- Contract has references to QoS Policies. Any contract can only refer to the QoS Policies defined 
at the provider organization of the contract or its ancestors. 

¶ Policy 

- Policy belongs to an organization. Policy can only be defined at the root or Registry 
Organization. 

- Policy can only be attached a policy attachment point (service or endpoint or binding or 
operation or input/output/fault messages or contract) that belongs to the same organization as 
policy defined at or to a descendent organization. 

¶ Identities 

- Organization can have identities assigned. The purpose of assigning identities to the 
organization is this. If the organization has consumer applications that are not web services, 
then Policy Manager only cares about their identity and hence is the need for assigning 
identities to the organization. 

- Identities are also assigned to Service. Every service has a default identity that service manager 
creates in local domain. Policy Manager also provides a way to assign a Kerberos identity to the 
service, in which case this Kerberos identity is the second identity assigned to the service. 

- Container also has an identity. In the Venice release, container identities are internally created 
and the name of the identity will be same the container key. 

- Any identity (organization identities, service identities or container identity) can only be part of 
the contract with consumer organization as the organization that identity belongs to (or the 
organization that the entity with that identity belongs to) or any of its ancestor organizations. 

Containers 

SOA Software provides a high performance web service management solution that is composed a series 

of default web services that represent the core product functionality and an intermediary layer referred 

to as the "Policy Manager" container.  

Physical and Virtual web services are deployed inside a "Container." A Container acts as the service 

"host," executes the web service policy configuration and processes request and response messages 
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associated with service transaction activity. Container deployment modes (SOA ContainerτVirtual 

Services, 5.2 Embedded Management PointτPhysical Services, 5.2 Standalone Management Pointτ

Virtual Services) are configured using the Policy Manager and can be deployed in a variety of different 

scenarios. The act of deployment establishes a relationship between Policy Manager and Containers. 

The Container then exposes the Policy Manager functionality and web service configuration data to the 

web services. 

When a request is made to a web service, the Container applies the appropriate security policies to the 

physical and virtual web services, and also captures usage "roll-up" data. You can monitor system 

activity using the Policy Manager "Dashboard," "Monitoring," or "Alerts" functionality. Maintenance of 

your service configuration is also performed using Policy Manager. 

Note: The utilization of Policy Manager configuration data by one or more Containers is a requirement in 
order to guarantee optimum performance of the Policy Manager solution. This means that Policy 
Manager and associated Containers must be running and the Management Console must be launched. 

SOA Containers 

The SOA Container mediates web service message exchanges between service consumers and service 

providers. It enforces policies, monitors and reports performance metrics and events, integrates services 

through virtualization, and provides auditing capabilities. In short, it provides the runtime execution of 

the Policy Manager capabilities. As a point of reference the following diagram illustrates how the SOA 

Container fits in to the overall Policy Manager architecture. 
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Figure 2: Policy Manager Architecture  

  

The SOA Container component can be deployed on both the consumer and provider side of a message 

exchange. The SOA Container can be embedded within a consumer or provider process, or it can be 

deployed as a proxy in a separate process. 

 

  

Figure 3: SOA Container embedded in Consumers and Providers  
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Figure 4: SOA Container as Proxy between Consumers and Provid ers  

In addition to the typical request-response exchange pattern, the SOA Container also supports the one-

way exchange pattern. This gives it the ability to easily monitor and mediate events, whether they are 

delivered in a proprietary way or as defined by well-known specifications such as WS-Eventing and WS-

Notification. 

 

  

Figure 5: SOA Container embedded in Publishers and Subscribers  

As an additional deployment option, the SOA Container can be deployed in a J2EE container to provide a 

tighter integration with a J2EE web service supplier or consumer. All of the flows previously described 

ǎǘƛƭƭ ŀǇǇƭȅΣ Ƨǳǎǘ ǘƘŀǘ ǘƘŜ ƭƛƴƪ ōŜǘǿŜŜƴ ǘƘŜ {h! /ƻƴǘŀƛƴŜǊ ŀƴŘ ǘƘŜ ǇŀǊǘȅ ƛǘΩǎ ǎŜǊǾƛŎƛƴƎ ƛǎ ƛƴ-memory and 

governed by the application server. 

With the transitional state of management standards such as WS-Management and WSDM, the SOA 

Container supports a mix of standards that are closely aligned with the management standards 

convergence roadmap. The SOA Container provides access to management information identified in the 

WSDM Management of Web Services (MOWS) specification through a WS-ResourceTransfer compliant 

interface. 
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SOA Container Architecture 

The SOA Container can be deployed standalone or integrated with a web service container. The primary 

components and interfaces are the same in both deployments. 

 

Figure 6: SOA Container Overview  

The Policy Framework interprets the effective policy for incoming messages and performs the 

appropriate actions. The policies are retrieved from the Metadata Service in WSDL documents retrieved 

using a WS-MetadataExchange interface. The Policy Framework has a modular and extensible design, 

whereby the different types of policies the SOA Container supports are implemented by independent 

policy modules, or handlers. Based on the policy expressions found in the effective policy, the Policy 

Framework will invoke a set of these handlers. Some handlers will have to make use of services external 

to the SOA Container. For example, an authentication handler will interact with a WS-Trust Security 

Token Service. An authorization handler will interact with a XACML Policy Decision Point.  

The Mediation Framework performs a sequential list of activities, such as transformation, on the input 

and output messages of a message exchange. The list of activities is defined as metadata for a service 

that is retrieved from the Metadata Service. The Mediation Framework has a modular and extensible 

design, whereby the different activities the SOA Container supports are implemented by independent 

components. 

¢ƘŜ aŀƴŀƎŜƳŜƴǘ !ƎŜƴǘ ŀŎǘǎ ŀǎ ŀ ǘǊǳŜ άaŀƴŀƎŜƳŜƴǘ !ƎŜƴǘέ ŀǎ ŘŜŦƛƴŜŘ ōȅ ǘƘŜ ²{5a ǎǇŜŎƛŦƛŎŀǘƛƻƴΦ Lǘ 

provides all management capabilities for the SOA Container including metrics gathering and event 

generation. 
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The SOA Container can integrate directly with a service container (IIS, WebSphere, WebLogic) and it can 

act as an independent service container providing its own transport bindings within the Binding 

Framework This framework is extensible as each transport binding is implemented as an independent 

module. For example, SOAP and REST are two different bindings available in the SOA Container. New 

bindings can easily be added. Typically, each of the bindings also has a modular and extensible design 

whereby physical transports can be changed. 

The SOA Container integrates with a service container at what is called the Integration point. The 

Integration Point is an integration mechanism that is provided by the container and may be container 

specific. For example, the Integration Point for HTTP requests in the WebSphere container is a 

ServletFilter chain. The Integration Point for JMS requests in the WebSphere container is a JAX-RPC 

handler chain. 

An Integrator connects the SOA Container with the web service container at the Integration Point. 

Continuing the WebSphere container example from the previous paragraph, the Integrator for HTTP 

requests is a ServletFilter. The Integrator for JMS requests is a JAX-RPC handler. 

The Integration points in the J2EE environment pose deployment challenges because a J2EE container 

can host multiple web services that are implemented as very independent web applications. The 

container most likely does not provide a central Integration Point for all web service applications. This 

requires integrating with each web service in the container, which can be burdensome to customers. To 

provide easier integration with J2EE web services, the Management Agent will provide service discovery 

and dynamic integration capabilities. 

SOA Container Deployment Modes 

There are two primary deployment scenarios for the SOA Container, the Standalone and Embedded 

deployments. 

Standalone Proxy Deployment 

In a standalone deployment the SOA Container is deployed as a single Java executable program. This 

program can be deployed so that it starts when the node it is deployed on is started. In Windows, the 

program is registered as a Windows service. Since the Integration point in the consumer/supplier 

interaction is a proxy that relays messages between clients and services using distributed transports, the 

SOA Container program can be deployed using a proxy node or can be deployed on the same node as 

the consumer or supplier. 

 

Figure 7: Standa lone Proxy Deployment  
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SOA Container Deployed on Consumer Node 

Deploying the SOA Container on a physical proxy is the most un-intrusive deployment option. The SOA 

Container can be introduced into the network topology without affecting the currently deployed nodes. 

 

Figure 8: SOA Container Deployed on Consumer Node  

SOA Container Deployed on Provider Node 

Deploying the SOA Container on the client node may be practical if the customer using the SOA 

Container is not the service supplier, but the service consumer. The proxy deployment could still be used 

ƛƴ ǘƘƛǎ ǎƛǘǳŀǘƛƻƴ ǿƛǘƘ ǘƘŜ {h! /ƻƴǘŀƛƴŜǊ ŘŜǇƭƻȅŜŘ ƻƴ ŀ ǎŜǇŀǊŀǘŜ ƴƻŘŜ ƛƴ ǘƘŜ ŎƻƴǎǳƳŜǊΩǎ ŘƻƳŀƛƴΣ ōǳǘ ŀǎ 

an alternative to reduce hardware costs, the SOA Container can be deployed directly on the consumer 

node. 

 

Figure 9: SOA Container Deployed on Provider Node  

Provider Side SOA Container in WebSphere 

The SOA Container can also be deployed directly on the service supplier node when the SOA Container is 

deployed by the service supplier. This may reduce hardware costs that the proxy deployment 

introduces. 

In many cases both the service provider and consumer will utilize the capabilities of the SOA Container. 

The standalone SOA Container can be used by both parties together with a mix of proxy, consumer side, 

and supplier side deployments (not depicted here). 

The embedded SOA Container deployment is more limited. It must be deployed inside the container in 

which the consumers and/or providers are deployed. As described previously the SOA Container is 

integrated with the container using an integrator that is specific to the type of container in which it is 

deployed. The containers currently supported are listed in the Supported Middleware section. 
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In a J2EE container, the SOA Container is deployed as a web application. The SOA Container does 

support clustering so that it can be deployed in a clustered J2EE environment. The following diagrams 

illustrate the deployment of the SOA Container in a WebSphere container. The first diagram shows the 

SOA Container managing the provider side of a message exchange transported using HTTP. In this 

scenario a ServletFilter is used as an Integrator. 

 

Figure 10 : Provider Side SOA Container in WebSphere  

Consumer Side SOA Container in WebSphere 

The second diagram shows the SOA Container managing the consumer side of a message exchange. 

Regardless of the transport used, all client side exchanges are mediated using a client side JAX-RPC 

Handler. 

 

Figure 11 : Consumer Side SOA Container in WebSphere  

Network Director (ND) 

The Network Director feature enables a Container to host Virtual Services. The Virtual Services are 

defined in the SOA Software Management Console. When the Network Director feature is enabled, the 

Container's metadata is updated to reflect this support. The metadata must be updated in the SOA 

Software Management Console so that it is aware that Virtual Services can be hosted on the Container. 

The feature also enables support for default Bindings and Policies. The default Bindings are SOAP and 

HTTP (REST and POX). The default Policies are WS-Addressing, WS-Auditing, WS-Security, HTTP Security, 

Authentication, and Authorization. 
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Agents (TC Server, WebSphere) 

¶ SOA Software Policy Manager Agent for tc Server 

This feature is the policy enforcement point for the tc Server and provides WS-Policy enforcement to 
web services deployed to the tc Server. It supports web services deployed to HTTP endpoints. 

¶ SOA Software Service Manager Agent for WebSphere  

This feature is the policy enforcement point for the WebSphere Application and provides WS-Policy 
enforcement for web services deployed to WebSphere. It can only be deployed in a Container 
deployed in the WebSphere Application Server.  

Policy Manager for IBM WebSphere DataPower (PMDP) 

The Policy Manager for IBM WebSphere DataPower is an adaptor that enables DataPower to become a 

Container for Policy Manager (versions 6.0 and 6.1). The Policy Manager for IBM WebSphere DataPower 

feature is part of the SOA Software Platform, is installed and configured using the SOA Software 

Administration Console, and operates in a Policy Manager 6.1 environment.  

Delegates 

The SOA Software Axis Delegate is an Apache Axis client solution that provides message formatting and 
transportation based on a web service description stored in the SOA Software Policy Manager product. 
The solution is implemented by a set of Axis message handlers that work in conjunction with an SOA 
Software "SOA Container." The SOA Container is an OSGi container that can support multiple features. 
When used as part of the Delegate solution, the SOA Software Delegate feature must be installed. 

The architecture of the Delegate supports two different deployment options; the collocated option in 
which the SOA Container is deployed in the same Java Runtime Engine (JRE) as the Axis engine, and the 
remote option in which the SOA Container is deployed in a separate JRE from the Axis Engine. In the 
collocated deployment, the com.soa.delegate.axis.LocalAxisPivotHandler is installed as an Axis "pivot" 
ƘŀƴŘƭŜǊΦ Lǘ ƛǎ ƛƳǇƻǊǘŀƴǘ ǘƘŀǘ ǘƘŜ ƘŀƴŘƭŜǊ ƛǎ ƛƴǎǘŀƭƭŜŘ ŀǎ ŀ άǇƛǾƻǘέ ƘŀƴŘƭŜǊ ōŜŎŀǳǎŜ ƛǘ ǿƛƭƭ ǘŀƪŜ 
responsibility for the transportation of the web service messages. In this deployment the transport is 
actually performed by the SOA Software Delegate feature in the collocated SOA Container. The 
LocalAxisPivotHandler merely relays the web service messages between the Axis engine and the SOA 
Container. 

The Delegate package also contains specialized components that can be configured to perform 

specialized tasks such as: 

¶ Capture Single Sign-On (SSO) Authentication Tokens issued by third-party access control products 
like CA eTrust SiteMinder (SMSESSION cookie) and Oracle Access Manager (ObSSOCookie cookie) for 
later processing by the Delegate. 

¶ Capture WS-Security credentials from an incoming web service request so that credential 
can be propagated into the outbound request in a service-chaining use case. 

¶ Invoke the Delegate for non-SOAP XML messages. 

¶ Use of the Policy Manager Delegate outside of a SOAP container in applications that are able 
to independently generate and process SOAP request and response messages. 

¶ Use a subset of Delegate features in Microsoft .Net applications.  
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Services 

Access Points 

An Access Point represents the technical fingerprint of a web service and provides the technical 

information needed by applications to bind and interact with the Web service being described. A service 

must contain at least one access point.  

An Access Point is added to your Policy Manager service configuration when you register the service 

using one of Policy Manager's service creation wizards. You can configure one or more access points for 

each service based on your protocol requirements. HTTP, HTTPS, and JMS protocols are supported. After 

configuring an access point you can view operations assigned to an access point, and update Categories 

assigned to an access point. 

Access Points are added to a virtual service by hosting the virtual service in a Container. The access point 

that is configured during this process can be viewed in on the "Access Points Summary" screen, along 

with the assigned "Operations" and "Categories." Updates to the access points created during the virtual 

service hosting process must be performed by modifying the virtual service configuration.  

Schemas 

When importing WSDL, all referenced schemas that describe the messages used by the services are 

extracted, indexed and stored in the Metadata Repository. This allows the Workbench to reuse schema 

between services, allowing users to see how many service references a particular schema has and 

therefore determine the impact of any change to a particular schema. To preserve the integrity of the 

metadata repository, each schema should have a unique and sensible namespace to allow for their 

successful correlation and discovery. 

Schema information can be accessed in the "Configure > Registry > Schemas" section of the 

Management Console. Here you can view and add schemas, and assign/unassign schemas identifiers 

and categories.  

Interfaces 

An "Interface" defines the behavior of a service based on a set of defined operations that it implements. 

The "Interfaces" section provides functionality that allows you to manage the baseline of interfaces that 

are available for use when modeling a service. Functions are available for viewing details and references, 

adding, and importing interfaces. 

Interface information can be accessed in the "Configure > Registry > Interfaces" section of the 

Management Console. Here you can add a new schema and model it with existing schemas and 

interfaces.  

Bindings 

A binding is reference to an external framework (i.e., interface) that defines how the WSDL user will 

reach the implementation of services. This reference specifies the protocol and data format to be used 

in the transmitting message defined by the associated interface. 
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Each binding technique is specified in the WSDL and points to the server that has access to the actual 

implementation of your Web service. 

Policy Manager provides an extensible WSDL Binding framework that supports out-of-the-box Binding 

ƛƳǇƭŜƳŜƴǘŀǘƛƻƴǎ ŀƴŘ ŎǳǎǘƻƳ .ƛƴŘƛƴƎ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴǎΦ ¢ƘŜ .ƛƴŘƛƴƎ CǊŀƳŜǿƻǊƪ ƛƴŎƭǳŘŜǎ !tLΩǎ ŀƴŘ 

extensions points in both the SOA Containers and the Policy Manager "Management Console" user 

interface. The "SOA Container" and "Management Console" portions of the framework are independent 

of each other however. In some situations, only the user interface of the "Management Console" is 

extended for a type of binding. This is the case when an "SOA Container" is not used to virtualize 

services using the binding. 

Bindings drive the service management process and must be present and available when defining and 

managing service configurations. Because of this, Bindings must be added to the Policy Manager 

"Management Console" as a prerequisite to using the various service management wizards and access 

point functionality. SOAP 1.1, SOAP 1.2, Plain Old XML (POX), HTTP, and XML binding types are 

supported. If the specified interface does not contain one of these binding types, a custom binding can 

be specified by supplying the appropriate XML. 

When defining Containers to host services, the listener configuration of the container must match the 

protocol defined in the binding that will be associated with the service. 

The "Configure > Registry > Bindings" section of the "Management Console" provides functionality that 

allows you to add bindings, view bindings/WSDLs, configure identifiers/categories, import bindings from 

WSDLs, view service references, and delete bindings. 

Policies 

The governing of a web service endpoint is driven through the definition of Governance Policies. 

DƻǾŜǊƴŀƴŎŜ ǇƻƭƛŎƛŜǎ Ŏŀƴ ōŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ŘƛŦŦŜǊŜƴǘ ŎƻƳǇƻƴŜƴǘǎ ƻŦ ŀ ǎŜǊǾƛŎŜΩǎ ŘŜŦƛƴƛǘƛƻƴΦ ²ƻǊƪōŜƴŎƘ 

provides a true policy framework for governing services. The policy framework supports delegated 

administration by allowing policies to be defined within different organizations in the organizational 

tree. 

Governance Policies supported by Policy Manager are organized into the following policy categories. 

Operational and Compliance policies are further grouped by "Type." The "Type" selection is performed 

when the policy is created using the "Add Policy" function. 

Operational 

Operational Policies are used to define a metrics of requirements for addressing the operational 

implications of services that are shared across enterprise departments. These policies address the 

operational model for services, capacity monitoring and planning, the handling of policy exceptions and 

violations, and service execution including the definition and enforcement of runtime policies such as 

security, access, logging procedures, and service reliability. The operational policy framework supports 

both a wide variety of out-of-the-box policy implementations as well as custom policy implementations. 

The framework also supports the grouping of policies for easier administration. Policies are defined in 
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such a way that they can be attached to different governable entities in the Workbench, such as 

organizations, services, endpoints, operations, and messages. The allowable attachment points are 

defined in policy metadata. The following policy categories are supported: 

¶ Aggregate Policy - A collection of policies that are gathered together to form a policy group. Policies 
included in an Aggregate policy are defined to achieve a specific purpose relative to governing Policy 
Manager objects (i.e., Organizations, Services, and so on). Aggregate Policies can be defined for 
"Operational" and "Compliance" policy types. 

¶ Authentication Policy -  

Note: A subset of operational policies includes "Sample" policies; pre-configured policies that illustrate 
common use cases. 

Compliance 

Compliance Policies allow organizations to create standards that control the quality of the data in the 

repository. These policies can be used to analyze the service metamodel, WSDL documents, Schema, 

and transactional data to determine whether they meet corporate standards. There are four 

"Compliance Policy" types.  

A Compliance Policy is added using the "Add Policy" function. After a Compliance Policy instance is 

added, it is configured with a compliance rule. A compliance rule is a test against the service WSDL, 

UDDI document message or other aspects of the service metadata model. A combination of Compliance 

Policies (each representing one compliance rule) can be included in a "Compliance Aggregate Policy" 

that can be used to analyze the service metamodel, WSDL documents, Schema, and transactional data 

to determine whether they meet corporate standards. 

Multiple Compliance Policies (i.e., rules) can be attached to Policy Manager objects (i.e., organizations, 

services) using the Policy Attachment functionality and executed as part of the compliance check. 

Policies (and rules) can also be imported from an XML document using the Import Package function. 

Creation and management of Compliance Policies requires assignment of the "System Administrator" 

role. Compliance Policies are accessible from the Policies -> Compliance tab. 

The "Policies > Compliance Polices" section of the "Management Console" includes functionality that 

allows you to view, add, modify, delete, and manage references for "Compliance Policies." 

The following Compliance Polices are supported: 

¶ Aggregate Policy ς A collection of policies that are gathered together to form a policy group. Policies 
included in an Aggregate policy are defined to achieve a specific purpose relative to governing Policy 
Manager objects (i.e., Organizations, Services, and so on). Aggregate Policies can be defined for 
"Operational" and "Compliance" policy types. 

¶ Script Policy - Allows you to define a rule that uses a combination of XQuery and Java to first 
select the content for analysis and then to perform the analysis. 

¶ WSI BP 1.1 Policy - Allows you to define a rule that executes an XQuery on the service or 
message model to determine compliance. 
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¶ XQuery Policy - The WS-I Basic Profile (official abbreviation is BP), is a specification from the 
Web Services Interoperability industry consortium (WS-I), and provides interoperability 
guidance for core Web Services specifications such as SOAP, WSDL, and UDDI. The profile 
uses Web Services Description Language (WSDL) to enable the description of services as sets 
of endpoints operating on messages. This policy type executes an XQuery on the service or 
message model to determine compliance. 

QoS 

QoS (Quality of Service) Policies are used to define a metrics of requirements for ensuring service 
availability, performance, integrity and reliability. Different consumers of the same service might require 
different Service-Level Agreements (SLAs), including performance, transactional support, and security 
requirements. The following QoS policy categories are supported: 

¶ Service Level Policies 

A "Service Level Policy" is a Quality of Service (QoS) Policy that defines conditions for measuring and 
reporting performance of a specific Contract. Each policy is composed of a "Rule" and "Access 
Interval." Rules represent the conditions you define to measure and report performance of a service 
contract. When a defined system condition matches a defined rule, an alert is raised. A "Rule" is 
composed of "Rule Elements" (i.e., Alert Code, Metric, Operator, Value, Units, and Interval) that are 
configured to meet your service monitoring requirements. An "Access Interval" is composed of one 
or more "Access Days" (Sunday through Saturday). Each "Access Day" is configured with an "Access 
Time" that can represent one complete day (All Day) or a date range (Range) that is specified using a 
24-hour clock format (HH:MM). 

¶ Quota Management Policies 

- Bandwidth Quota Policy - Allows you to configure the bandwidth cap (i.e., quota) that a 
consumer can upload or download at any given time. 

- Script Policy - Allows you to update a policy defined using BeanShell or Jython script languages. 

- Service Level Enforcement Policy - Allows you to enable and configure the error message 
returned to the consumer when their SLA is violated.  

- Throughput Quota Policy - Allows you to monitor web service throughput performance by 
specifying a throughput limit (i.e., quota), queue size, and configuring fault and alert 
notifications. 

- Timeout Policy - Allows you allows you to configure the timeout for each request and specify a 
custom fault error message that is returned to the client. 

- Concurrency Quota Policy - Allows you to monitor the web service concurrency performance by 
specifying a concurrency limit (i.e., quota) that represents the maximum number of concurrency 
connections, and configuring fault and alert notifications. 

Contracts 

The Workbench "Contracts View" is the starting point for defining, configuring, and managing 

"Consumed" and "Provided" service contracts. A contract enables the consumption (i.e., use) of a 

service by a "Provider" or "Consumer" Organization. It is used to monitor service performance levels and 

access to a service. Contracts are defined in the "Contracts Object" within an Organization. 
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Contracts are typically modeled to align with your organizations specific Service Level Agreement 

requirements. Service level agreements are implemented by defining Quality of Service (QoS) policies in 

Sub-Organization and Service Details sections and are then attached via the "QoS Policy Attachments" 

portlet in the "Contracts" section of the "Management Console." A "Contract Scope" is also configured 

that defines the services that the QoS Policies apply to. A contract can be defined at the Sub-

Organization Level or within the Contracts folder of a Sub-Organization. When you create a new 

contract, an initial 1.0 version is assigned. Subsequent updates to the contract will increment this 

version number (i.e., 2.0, 3.0). 

Contracts can be either "offered" or "requested." The "Offer Contract" action is initiated by the 
"Provider Organization" and offers a contract to potential "Consumer Organizations." The "Request 
Contract" action is initiated by the "Consumer Organization" and submits a contract usage request to 
ǘƘŜ άtǊƻǾƛŘŜǊ hǊƎŀƴƛȊŀǘƛƻƴέ ƻŦ ŀ ǎŜǊǾƛŎŜΦ 

Contracts revisions are managed by the Policy Manager "Workflow." When a new contract is defined, 
the Policy Manager default workflow (default_contract_workflow.xml ) is involved and 
manages cycles of the contract. Each subsequent contract revision is tracked using this workflow and a 
history of transactions is recorded for each revision. 

If a contract is written between a "Provider Organization" and "Consumer Organization" you can assign a 
set of Consumer Identities to authorize use of the contract by the Consumer Organization. 

Another key component of a contract definition is called the "Contract Scope." The scope of a contract is 
defined by configuring the set of services and/or specific operations you would like to be associated with 
the contract. 

Each contract can include one or more QoS Policies. A QoS Policy is composed of Rules and Access 
Intervals (i.e., Day of Week/Access Time). The Rules define the specific service monitoring criteria for the 
contract. This monitoring criteria is applied to the list of services/operations defined in the Contract 
Scope. 

Contracts must be approved before they become active within Policy Manager. When a contract 
definition is complete it enters into an "Approval Workflow" process where a designated list of 
approvers who have special interest in the contract and its associated services review all the elements of 
a contract, and submit update recommendations. When a general consensus is agreed upon, the 
contract moves from a "Review" to "Approved" state and becomes active. 

A contract is composed of the following elements: 

¶ Details - A base definition that includes detail information (Name, Description), Duration (Effective 
and Expiration Date/Time), and Access Level. 

- Consumer Identities - Represents the list of identities (i.e., users) assigned to the Consumer 
Organization associated with the current contract. 

- Contract Scope - Represents the list of services/operations assigned to the current contract. 

- QoS Policy ς Composed of "Rules" that include the conditions you define to measure and report 
performance of a specific Contract and one or more "Access Intervals" that include one or more 
"Access Days" (Sunday through Saturday). 

- Metadata - A metadata attachment provides additional technical and reference information 
pertaining to the current contract. 
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Provided Contracts 

A service is provided when its business functionality is offered to clients via a contract. In Workbench, 
one organization can provide services to another organization. A service is identified as provided when 
the "Contract Scope" has an Organization and set of services and operations selected, and it is 
associated with an approved "Contract" that defines rules and access terms, or it is "Discovered" by 
Containers that are part of the current organization. The "Offer Contract" action is initiated by the 
"Provider Organization" and offers a contract to potential "Consumer Organizations." 

For example, Company A has a contract with Company B for Company B's services (i.e., the "Contract 
Scope" includes Company B's products). Company A cannot change the Contract Provider from 
Company B to Company C (a different company) as long as their contract scope includes services and 
operations that do not belong to Company C. 

Consumed Contracts 

A service is consumed when its business functionality is used by clients in different applications or 
business processes (i.e., Organizations). In Workbench, one organization can consume the services of 
another organization. A service is identified as consumed when it is associated with an approved 
"Contract" that defines rules and access terms, or it is "Discovered" by Containers that are part of the 
current organization. The "Request Contract" action is initiated by the "Consumer Organization" and 
submits a contract usage request to the "Provider Organization" of a service. 

Contract Scope 

The "Contract Scope" defines the set of services and operations (i.e., scope) you would like to associate 
with the current contract. When you initially create your contract using the "Add Contract Wizard" (i.e., 
"Request Contract" or "Offer Contract") you set the contract scope organization when you select a 
"Provider Organization." The selected "Provider Organization" displays in the "Contract Scope Portlet" in 
a checked (i.e., locked) state and includes the list of services and operations that are available to be 
included in the contract scope. 

Using the "Manage Contract Scope" function you then navigate the "Organization Tree" hierarchy and 
click the checkbox next to the services and operations within the selected "Provider Organization" that 
you would like monitored by the current contract definition. After you save your selections, you can 
view the current contract scope selections on the "Contract Scope Portlet." This view is locked and non-
editable. 

Note: To select a different "Provider Organization" for the current contract, you must unselect the 
"Provider Organization" and all selected services and operations using the "Manage Contract Scope" 
function. 

Consumer Identities 

The "Consumer Identities Portlet" is used to assign users (i.e., identities) to the "Consumer 
Organization" that has been offered a contract by the "Provider Organization." This type of contract is 
created by using the "Offer Contract" action in the "Provided Services Contracts" folder. 

Consumer identities can be any user "type" defined within the "Management Console" including 
Management Console User and Web Service End User defined in the "Security > Users" section, or an 
Organization Identity defined on the "Details" page of a specific Organization. 
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After defining a contract using the "Offer Contract" action, the Consumer Provider is automatically 
assigned to the contract and displays in the "Consumer Identities Portlet." The "Organization Name" is 
locked (i.e., checkbox automatically selected) and an "Identities" folder displays below the Organization 
Name. You then use the "Manage Consumer Identities" function to select from a list of available 
identities currently assigned to the Consumer Organization, and you can also add additional 
Organizations to the "Consumer Identities Portlet." 

Contract Metadata 

The "Attachments" section of the "Metadata Portlet" is used to add External Links (i.e., URL references) 
and Document Attachments that provide additional technical and reference information pertaining to 
the current contract. A metadata attachment provides additional technical and reference information 
pertaining to the current contract. This could include external references or actual contract documents, 
service level agreements, or any other information source that supports the contract. You can "version" 
attachments using by uploading a new "External Link" or "Document Attachment." The version history 
can then be viewed for a specific attachment. 
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Chapter 3 | Capabilities 

This section describes the capabilities the products deliver. It helps you understand what the products 
are designed to do, and lays the groundwork for later descriptions of how you will configure the 
products in order to deliver the capabilities. 

Search 

The "Workbench > Search" section of the Management Console provides tools for querying, managing, 
and securing existing web services. Service management can be applied to physical, virtual, and 
discovered service types. 

Services currently defined in Policy Manager can be queried by performing a Services Search. Services 
Search supports key service objects associated service configuration elements (e.g., name, category, 
type), service access (e.g., user account or role), and service activity (e.g., usage, alerts, etc.), and 
provides a baseline of search criteria for targeting key information in each area.  

When you find a service you can Manage PKI Keys, Change Organization, Request Contract, Offer 
Contract, Export Service, Virtualize Service, Check Compliance, or View WSDL. 

Publishing 

New services not defined in Policy Manager, or existing services not hosted by a Container (i.e., SOA 
Container, Legacy Containerτ Standalone or Embedded) are candidates for management. The initial 
process of bringing a service under management is performed using the "Create Physical Wizard." 

The service management process involves creating a "manageable service" by configuring a set of 
properties, selecting an organization (i.e., business entity), and associating a "manageability endpoint" 
(i.e., Container) with the service to complete the deployment process. Based on your business 
requirements you can configure both activities to create a "managed service" that is deployed, or you 
can define the service properties and create a "manageable service" and select the Container host via 
when you are ready to deploy the service. 

After completing the management process, you can view service details, modify the policy configuration 
for the service, configure bindings (i.e., HTTP, HTTPS, and JMS listeners), configure categories for the 
service, and define rules to manage XML Denial of Service attacks, and monitor service performance. 

Workflow 

Workflow is part of the overall Governance that an organization needs to have over their SOA. Workflow 
allows an organization to assign users to a role that provides oversight for the services that are 
submitted by the development community. Through the approval or rejection of service candidates and 
provisioning contracts, the organization can manage the quality of the services that are published in the 
repository. Workflow also provides an auditable record of the submission and approval of a service 
which is essential for corporate compliance to processes like ISO and CMM. 
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Services and Contract Workflows that are enabled and configured with "Workflow Definitions" in the 
"Configure > Workflow" section of Policy Manager, map directly to the "Workflow Tasks" Portlet in the 
Root or Sub-Organization, and to the Workflow Control Portlets in the Services and Contracts Details 
screens (i.e., Service Workflow and Contract Workflow). 

Mediation 

Mediation is the ability to create a virtual service that supports a different set of transports, bindings, 
policies, or even messages than the physical service(s) that underlie it. 

The most commonly used example is a RESTful virtual service on top of a SOAP physical service. 

Monitoring 

The "Monitoring" section of the Workbench "Services Object" provides functionality for managing alerts 
raised by the current Policy Manager "managed" service, generating and exporting usage data logs, 
viewing real-time performance metrics charts that provide a graphical presentation of statistical data for 
the service aggregate or specific operations, generating historical charts using captured usage data to 
for service and operation usage and response, and viewing and adding dependencies. 

Alerts 

The "Monitoring > Alerts" tab provides tools for viewing and managing alerts that are raised by the 
current "managed" service. Alerts are raised when a system condition matches an active Alert Code. 
Each alert is associated with functionality that occurs in Policy Manager subsystems. Alerts also include a 
Severity identifier, the Alert Code representing the Policy Manager functional area, and the Container 
that is managing the web service operations. This information provides administration personnel with 
key information to effectively review the alert condition and determine the appropriate method of 
response. An alert response is configured using state filters. 

When a new alert is raised, the state filter is set to "Unobserved." During the decision-support process, 
an alert state is typically changed to "Observed" while the problem is being investigated. When an alert 
resolution is found, comments are then added to the alert record and the state filter is changed to 
"Resolved." Alert data can also be exported to an XML file to facilitate additional analysis or reporting 
requirements. You can view, filter, add comments to, observe, resolve, print, and export alerts. 

Logs 

The "Logs" section provides options for filtering, viewing, and exporting usage data and associated SOAP 
Messages for web service operations. This data can be used in the troubleshooting and decision support 
process for a Policy Manager deployment. The reporting process involves targeting specific Usage Data 
by defining search criteria filters that are applied against existing logs. 

Reporting functionality is user-defined by configuring report-focused policy functionality including 
configuring Usage Monitoring for the policy configuration, and adding a Record Component to the 
Request or Response configuration of a Policy for designated web service operations. During a 
transaction cycle the key information associated with the transaction (i.e., Usage Data or SOAP 
Messages) is recorded using the Usage Monitoring and Record Component configuration parameters. 
This data is saved in a database file which can then be queried, viewed, and exported to an XML file 
using the filter and reporting options in "Services > Monitoring > Logs."  
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Real-Time Charts 

Performance Metrics Charts provide real-time monitoring functionality for tracking service response 
time, adherence to defined SLA rules, and monitoring of transaction errors. Each service that is 
"managed" displays a Performance Metrics Chart in the "Monitoring Portlet." If the service is actively 
receiving requests, real-time performance data displays in the chart. If the service is not receiving 
requests the chart displays but does not display performance data. 

Historical Charts 

The "Historical Charts" section provides a series of reporting options for analyzing the usage and 
response of web services and their operations. Report data can be viewed in a visual Gantt-style chart 
view, or data line item summary view. Report views can be toggled back and forth depending on 
presentation requirements. Filtering options are provided for each report option for targeting a specific 
service or operation, and defining the time increment and date range for gathering report data. 

For Pipeline Policies, report data is generated by configuring service operations with a pipeline policy 
configured with "Usage Monitoring" enabled and/or configured with the "Usage Monitoring Evaluation 
Point Component" added to the Request, Response, and/or Fault Configuration. The WS-Auditing 
Policies also provide monitoring options. The following historical charts are supported:  

¶ Service Response Chart - Displays the average response time of a web service including "Time" when 
the web service was accessed, and "Response Time (in Milliseconds)."   

¶ Service Usage Chart - Displays the number of times a web service was accessed. Each time an 
Operation is accessed counts as an individual usage. 

¶ Operation Response Chart - Displays the average response time of the web service operations.  

¶ Operation Usage Chart - Displays the number of times a given web service operation was accessed. 

¶ All Operations Usage Chart - Provides an encapsulated view of usage statistics for web operations 
that are configured with the "Usage" Policy Component. 

Dependencies 

Root Cause Analysis is a form of diagnostic management that is used for targeting system faults. A "root-
cause" typically represents a core set of circumstances (i.e., cause) and their associated relationships 
(effect) that create a consequence (i.e., system downtime, poor performance, etc.). In web service 
management the ability to perform root-cause analysis on web services and their dependencies and 
rapidly restore system performance ensures compliance with defined service-level agreements. 

Policy Manager provides a services mapping tool called the "Dependency Map Portlet." This service 
mapping tool uses a graphical interface to present the hierarchy of the elements that comprise a 
"managed" web service. These elements can include web service application (i.e., physical service), one 
or more virtual services, and Containers. The service hierarchy includes drill-down functionality that 
allows you to navigate the upstream and downstream dependencies of a service. Each service includes a 
Performance Metrics Popup that provides a summary of system performance, and a Service Details 
Popup that displays the "state" of the service, and also includes a set of Actions that pertain to 
managing the service configuration. 

While navigating the service hierarchy you can view key data pertaining to service performance 

including performance metrics data and alert status. Based on your findings, you can troubleshoot and 

adjust the service configuration.  
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Security 

The Policy Manager "Workbench" provides object based security functionality that implements a new 
access control model that enable an organization to define its own access control policy, using the 
Organization Tree hierarchy to scope and propagate the security policies, supports role-based access 
control (RBAC) where the Role serves as the fundamental mechanism to define and manage information 
access, and supports expressive role definition. 

Roles are initially defined at the Root Organization level and represent baseline definitions (i.e., 
templates) that can be modified. Role Definitions are presented in the Role Memberships Portlet that is 
available at the Root Organization level and in the Security section of each Organization. Within each 
Organization, the specific users you would like to assign to each Role Membership is configuring using 
the Manage Role function. 

Auditing 

The "Auditing" section of the Management Console provides auditing tools for measuring the 
performance of a Policy Manager deployment. You can monitor system activity based on alert 
notifications or security policy-related actions, users, and date and time range. This system activity is 
saved in an "Audit Trail" which is a log of add, modify, and delete operations performed on all objects in 
the system. Selected "Audit Trail" records can be exported to an XML file and used for reporting 
purposes. This data can be used to measure system performance and manage the security of web 
services. Two types of audit trail functionality are offered: 

¶ Alert Audit Trails 

Provides ability to filter, view, and export data that is logged when an alert is "raised" during the 
operation of your Policy Manager deployment. 

In order to activate the alert audit feature, the "Log Alert" checkbox must be checked in the Alert 
Code definition. This activity is performed in the "Alerts" section of the Policy Manager. 

¶ Security Audit Trails 

Provides the ability to filter, view and export data that is logged when a security policy related 
action occurs during the operation of your Policy Manager deployment. 

The availability of security audit trail data is based on a combination of standard system actions that are 
automatically logged and whether you configured specific security operations to audit activity (e.g., 
security policy component). This is accomplished by enabling the "Log Alert" in an Alert Code (for Alert 
Audit Trails), and enabling "Generate Audit Data" in the Authentication, Authorization, Signature, and/or 
Signature Verification sections of the Security Policy Component in a Policy definition (for Security Audit 
Trails). 

Categorization/Classification 

The "Configure > Registry > Category Schemes" section of the "Management Console" provides the 
ability to define your own custom category schemes that align with your specific business requirements. 
The Policy Manager default installation includes a set of default identifier schemes that include industry 
specific and custom category schemes. Configuring category schemes is a prerequisite to defining a 
category hierarchy. This is because category schemes are used to build the category hierarchy. The 
following key activities can be performed: 
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Categories Schemes (also referred to as Category tModels) are a set of classification codes that 
represent different aspects of a web service (e.g., products, services, technical specifications). Within 
UDDI, a categorization tModel is used for structuring category content. This category structure is 
referred to as an "information taxonomy." Each category scheme contains Key Names and Key Values 
for each category item. Key Names are typically defined as a physical description of the category item, 
and Key Values are internal reference numbers for that category item. The use of categorization 
tModels enhances the search process by providing a broader scope of choices for targeting information. 

The "Registry" provides a Category Hierarchy that includes WSDL Entity Type tModels, UDDI Category 
tModels, Policy Manager Category tModels, and a series of industry standard category schemes referred 
to as Business Taxonomy tModels. You can navigate the tiers of the Category Hierarchy by clicking the 
main hyperlink of a specific category scheme, and continuing with this same approach to perform 
additional drill-downs. 

When you register a service with Policy Manager using the "Create Physical Service Wizard" a default set 
of category schemes are added to the service and access points categories section. Category tModels 
added to the Registry > Category Schemes section include tModels that comprise a wsdl:service. 
Category tModels added to the "Workbench > Services > Access Points section include tModels that 
comprise a wsdl:port. This section can also include tModels associated with the wsdl:binding extensions. 

The following category schemes types comprise the category hierarchy: 

¶ WSDL Entity Type tModels 

¶ UDDI Category tModels 

¶ Policy Manager Category tModels 

¶ Business Taxonomy tModels 
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Chapter 4 | Managing Users and Security 

This section describes the way you manage users and user security. It provides deeper functionality 
descriptions and answers several basic how-to questions. 

Workbench Security 

The Policy Manager "Workbench" provides object based security functionality that implements a new 
access control model that enable an organization to define its own access control policy, using the 
Organization Tree hierarchy to scope and propagate the security policies, supports role-based access 
control (RBAC) where the Role serves as the fundamental mechanism to define and manage information 
access, and supports expressive role definition. 

Roles are initially defined at the Root Organization level and represent baseline definitions (i.e., 
templates) that can be modified. Role Definitions are presented in the Role Memberships Portlet that is 
available at the Root Organization level and in the Security section of each Organization. Within each 
Organization, the specific users you would like to assign to each Role Membership are configured using 
the Manage Role function. 

Identity Categories 

This section provides a description of the different identities that Policy Manager provides. 

Consumer Identities 

Consumer Identities (or Organization Identity or Application Users) are assigned to the Organization. 
Therefore, Organization Administrators can fully manage these identities (create, update, view, delete, 
associate PKI keys). Consumer Identity is used to model any application that is consuming web services, 
but it itself is not a web service. If the consumer is a web service, user can model the service using 
Service artifact. To model all consumers that are not services, we use Organization Identities (or 
consumer applications or application users). Therefore, these and web services represent consumer 
applications, these are visible along with services in the Contract's Consumer identities portlet for 
selecting the consumers of the contract. These identities are assigned only contracts. One consumer 
application identity belongs to one organization only like the service belongs to one organization. 
Consumer applications can be local domain users or external domain users (like LDAP users) 

End User Identities 

End User Identities can be called consumers of consumer applications. End Users are users of the 
consumer application. In a way, these are consumers of consumer applications. For example, if portal 
application is a consumer application, users of the portal application become End Users for us. End user 
authorization is done in the Container using Authorization component. End Users authorization rules are 
defined in the Service Authorization Rules tab of the Organization. End users don't belong to 
organizations. Same end user can access the services of different organizations and may not even belong 
to any of the organizations in Policy Manager. For the most part, these users come from other user 
repositories like LDAP. If you want to use local domain users, these users have to be created in the 
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System ' Users tab, which means it is a System administrator function. When using Add User in the 
System users tab, select the Web Service End user option for creating these users. Though users are 
created by system administrators, every organization administrator has to allow the user to access the 
services of their organization by creating the service authorization rules. End Users can be Local Domain 
users or external domain users (like LDAP). 

Policy Manager Users 

Policy Manager Users (Console Users or Users accessing SM APIs) are users using SOA infrastructure. In 
general, we don't treat users as someone who belong to the organization. These Users are created in 
System ' Users tab. When using Add User wizard in System ' Users tab, select Management Console user 
option for creating these users. Though, user is created in System ' Users tab by System Administrators, 
permissions to these users are controlled by Organization Security Administrators in Organization ' 
Security tab. These users can be either Local Domain users or external domain users. 

Console users are users using SOA infrastructure. In general, we don't treat users as someone who 
belong to the organization. These Users are created in System ' Users tab. When using Add User wizard 
in System ' Users tab, select Management Console user option for creating these users. Though, user is 
created in System ' Users tab by System Administrators, permissions to these users are controlled by 
Organization Security Administrators in Organization ' Security tab. These users can be either Local 
Domain users or external domain users. 

Service Identities 

Service Identities (Default service identity in the local domain to be able to associate the PKI Keys or Cert 
for the service) Every service has one identity by default. We use Service Identity to associate the PKI 
keys to the Service. Username for service identity is derived from Service key with a function that brings 
the username to size that fits in Username field. We don't display these user identities anywhere in the 
configuration screens exception on the Service details page to indicate the default username of the 
service. PKI Keys of the Service are managed from Service Details page using Manage PKI Keys option by 
anyone that have Service/Modify permission. Default Service identity is in Local Domain. 

Container Identity 

Container identities are used to store the identity of the container and also to store the 
inbound/outbound HTTPS certificate with private key. Every container has one identity by default. We 
use container identity to associate the container seed, PKI keys to the Container. Also, this identity is 
used to associate the inbound SSL and outbound SSL certificate and private key to Containers. This user 
identity is not displayed anywhere. To manage the SSL certificate/Private keys for container, Actions are 
available in the container details page. Container identity is a Local Domain. Container Identity 
permissions are managed using Container/Modify permission. 

Access Control Policies 

Access Control Model 

Policy Manager "Workbench" implements a security model that supports access control policies and 
role-based access for "Organization Objects." This security model is referred to as "Workbench 
Security." Users and User Groups that "Workbench Security" access policies are assigned to are defined 
in "Policy Manager Security." 
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Each organization object has a unique set of attributes that include its relevant security values (e.g., 
public or private). Supported categories of access control are organized by "Action." Each Action 
represents a specific type of access control that can be applied to a Workbench Object. Workbench 
Objects are organized into four Object Types (Organization, Service, Contract, Container, and Policy). 

Access control is applied to a Workbench Object by associating it with an Action. This is association is 
called a "Privilege." When a privilege is attached to an Object Type it is referred to as a "Scoped 
Privilege." Privileges can allow or deny access and can be constructed into privilege sets referred to as 
"Permissions." If a user is assigned privileges within an organization, these privileges will be scoped to its 
sub-organizations. This is referred to as a "Containment Relationship."   

Privileges are configured within a "Role Definition." Role Definitions are defined and maintained using 
the "Role Administration Wizard." Each Role Definition represents an access control template for your 
defined Security Model. Within each Role Definition you define the Privileges and Permissions for each 
Object Type. These Role Definitions are then available within sub-organizations as a "Role Membership." 
User and User Group assignments are then assigned at each organization level. 

The following sections provide additional detail about each access control model element. 

 

Figure 12 : Workbench Access Control Model  

Access Control Roles 

Roles are initially defined at the Root Organization level and represent baseline definitions (i.e., 

templates) that can be modified. Role Definitions are presented in the Role Memberships Portlet that is 

available at the Root Organization level and in the Security section of each Organization. Within each 

Organization, the specific users you would like to assign to each Role Membership is configuring using 

the Manage Role function. 

The following list provides an overview of access control roles supported by the Policy Manager 

"Workbench." 

¶ Role 

Role is a set of privileges. The privileges can be either positive or negative. The positive privilege 
grants the user to perform an action on a resource, while negative privilege denies user to perform 
an action on a resource. 

¶ Scoped Role 
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Scoped role is role attached to a resource. All the privileges specified in the role will be scoped to 
the resource. The scoped privileges contained in the scoped role are classified into two sets: 
"allowing" privilege set contains only the positive privileges; while "denying" privilege set contains 
only the negative privileges. 

¶ Users / User Groups ς Scope Role Assignment 

Users and User Groups can be assigned to scoped roles. This is a many-to-many relationship. Via 
User/Group ς Scoped Role and Scoped Role ς Scoped Privilege relationship, we can find all the 
scoped privileges assigned to any user.  

¶ Organization-level Access Control Policy 

The organization-level access control policy is specified by way of defining roles. The organization 
that defines a role is called the defining scope of the role. A role definition is visible to all the sub-
organizations of its defining scope. 

¶ Content of Role Definition 

The content of role definition contains a list of entries. Each entry is a triplet <resource predicate, 
action, allow/deny>, which represents either a positive privilege or a negative privilege. Resource 
predicate is a Boolean expression with regard to resource types and attributes, it specifies the set of 
resources that the privilege applies to.  

Access Control Privileges 

The association between a "Workbench Object" and "Action" is called a Privilege. An "Action" defines a 
specific type of activity to be performed in "Workbench" (e.g., Add, Read, Monitor, Modify, Delete, 
Assign Policy, Full Control, etc.). 

When defining a Role Definition (i.e., access control policy) at the Root Organization level, you select a 
specific Workbench "Object Type" and configure the "Actions" that you want to apply to that "Object 
Type." This Role Definition will then be available as a "Role Membership" within an Organization. 
Privileges assigned to Roles within a Role Membership are referred to as "Scoped Privileges." This means 
when a User is assigned to a specific Role within a Role Membership list, the user will automatically have 
the same privileges scoped to its sub-organizations. This is referred to as a "Containment Relationship." 

Privileges support the following "Object Types" and "Actions" actions: 

 

Figure 13 : Object Type  

Object Type  Supported Privileges  
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Organization  

 

Service 

 

Contract  

 

Container 
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Administrator Role and Privilege 

This section provides a summary of the access control model used for "Administrator" roles. 

¶ Access Enforcement and Conflict Resolution Rules: 

The following rules will be used to decide whether a user U has the permission to perform an action 
P on resource O.  

- LŦ ¦Ωǎ ŀƭƭƻǿ ǇǊƛǾƛƭŜƎŜ ǎŜǘ ŘƻŜǎ ƴƻǘ ƘŀǾŜ ǇǊƛǾƛƭŜƎŜ ώhΣ tϐ ŀƴŘ ŀƴȅ ƻŦ ƛǘǎ ŎƻƴǘŀƛƴƛƴƎ ǇǊƛǾƛƭŜƎŜΣ ǘƘŜƴ ¦ 
is not allowed to perform operation P on object O. 

- LŦ ¦Ωǎ ŀƭƭƻǿ ǇǊƛǾƛƭŜƎŜ ǎŜǘ Ƙŀǎ ǘƘŜ ǇǊƛǾƛƭŜƎŜ ώhΣ tϐ ƻǊ ŀƴȅ ƻŦ ǘƘŜ ǇǊƛǾƛƭŜƎŜǎ ŎƻƴǘŀƛƴƛƴƎ ώhΣ tϐΣ ŀƴŘ ¦Ωǎ 
deny privilege set does not have [O, P] and any of its containing privilege, then U is allowed to 
perform operation P on object O. 

- ²ƘŜƴ ¦Ωs allow and deny privilege sets both have the privilege [O, P] or any of its containing 
privilege, then the access is denied.   

The basic access control model discussed in last section applies to regular objects only. 
Administrator role is required to create and modify the relationship objects in the access control 
model. ¢ƘŜ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ǊƻƭŜ Ŏƻƴǘŀƛƴǎ ŀ ǎǇŜŎƛŀƭ ǇǊƛǾƛƭŜƎŜ ŎŀƭƭŜŘ άǎŜŎǳǊƛǘȅ ŀŘƳƛƴέ ǘƘŀǘ ƎƛǾŜ ƛǘ ǘƘŜ 
permission to do the following task: 

- Perform User / Scoped Role assignment 

- Perform  Group / Scoped Role assignment 

- Perform User / Scoped Administrator Role assignment for sub-organizations 

- Perform Group / Scoped Administrator Role assignment for sub-organizations 

- Create / Modify/ Delete Role definition (i.e., Perform the Scoped Role ς Scoped Privilege 
assignment) 

¶ Separation of Duty (SoD) Constraint: 

To prevent any potential admin privilege abuse, the following Separation of Duty constraint can be 
enforced by the system if it is turned on by user: 

Policy  

 

Identity 

 



SOA Software, Inc. 

Publishing and Consuming Services with Policy Manager  42 

- The administrator role only has administrator privilege in its allowing privilege set, and cannot 
have any other privileges. 

- The security admin privilege cannot be assigned to any role other than administrator role. 

- No user can be assigned to both administrator role and non-administrator roles. 

The first two rules ensure that administrator role and non-administrator role cannot have 
overlapping privileges. The third rule defines administrator and non-administrator roles as 
conflicting with each other, and user is prohibited to have conflicting roles.       

¶ Access Enforcement Rule for Administration Tasks: 

If a user wants to perform administrator task on an organization O, the following steps will be taken 
for access enforcement: 

- LŦ ǘƘŜ ǳǎŜǊΩǎ ŀƭƭƻǿƛƴƎ ǇǊƛǾƛƭŜƎŜ ǎŜǘ Ƙŀǎ ғhΣ ϦŀŘƳƛƴƛǎǘǊŀǘƻǊϦҔ ƻǊ ŀƴȅ ǇǊƛǾƛƭŜƎŜ ŎƻƴǘŀƛƴƛƴƎ ƛǘΣ ǘƘŜ 
action is permitted. 

- Otherwise, the action is denied. 

Because of the SoD constraint, there are no conflicts when enforcing access to administration 
resources.  

Default Role Definitions 

What are the Role Definitions? 

A "Role Definition" includes "Object Security Privileges" for "Workbench" Organization Objects (i.e., 
Organization, Service, Contract, and Containers). Each "Role Definition" is essentially a template that 
represents the baseline roles that can be utilized throughout the Policy Manager "Workbench" as a 
"Role Membership." 

The Policy Manager default installation includes a set of ten default roles that represent common tasks 
associated with an SOA Infrastructure. Six of these "Role Definitions" are editable and the privileges and 
object type can be updated based on your requirements. Four of these "Role Definitions" are non-
editable and reserved for system use. You can also add new "Role Definitions." See Default Role 
Definitions for a complete list of Role Definitions that are part of the Policy Manager default installation. 

Each "Role Definition" is replicated to a "Role Memberships Portlet" that displays on the "Details" page 
of each "Sub-Organization." The "Manage Role" function within the "Role Membership Portlet" is used 
to assign Users/User Groups to each Role. Assigned User/User Groups have access to the functional 
areas defined within the "Role Definition." You can assign a base set of User/User Group assignments at 
the Root Organization level and then customize the assignments at different Organization tiers. 

How do I View a Summary of current Roles? 

The "Security Summary" screen is the starting point for defining and managing the "Role Definitions" 
and "Role Memberships" that represent the Object Based Security that will control access to Policy 
Manager functionality that is available within the Management Console 

The following key activities can be performed: 
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To view the security summary: 

1 Enter the following navigation path: Workbench > Browse. The Root Organization Summary screen 
displays. Click the "Security" tab. The "Security Summary" screen displays. 

 

Figure 14 : Security Summary (Root Organization Level)  

 

Figure 15 : Security Summary (Sub -Organization Level)  
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Role Definitions Portlet 

The "Role Definitions Portlet" is the starting point for defining and managing baseline "Role Definitions" 
for your Policy Manager deployment. This screen is located at the "Root Organization" on the "Security 
Summary" screen that is accessible via the "Security Tab." 

The "Role Definitions Portlet" provides a listing of all the currently defined "Role Definitions." The screen 
presentation includes "Name" and "Description" of each Role. Roles that are modifiable include 
"Modify" and "Delete" hyperlinks. Roles that are non-editable include "View" links. 

From the "Role Definitions Portlet," the following key activities can be performed: 

¶ Add Role Definition 

¶ Modify Role Definition 

¶ View Role Definition 

¶ Delete Role Definition 

To view role definitions portlet: 

1 Enter the following navigation path: Workbench > Root Organization > Security. The Security 
Summary screen displays and presents the "Role Definitions" portlet. 

 

Figure 16 : Role Definition Portlet  

How do I Add a Role Definition? 

The "Role Administration Wizard" is used to define "Role Definitions" that include "Object Security 
Privileges" for "Workbench" Organization Objects (i.e., Organization, Service, Contract, and Container). 
Role definitions are defined at the "Root Organization" level and represent the master set of Roles 
available to "Sub-Organizations" in the "Organization Tree." 
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Each "Role Definition" is available at the "Sub-Organization" level as a "Role Membership." You can 
manage access control for a "Sub-Organization" by assigning relevant Users and User Groups to each 
"Role Membership." 

Add Role Definition 

¶ Launch Role Administration wizard 

¶ Add Role Definition 

¶ Add Privilege 

¶ Select Object Actions 

To launch role administration wizard: 

1 Enter the following navigation path: Workbench > Root Organization > Security. The Security 
Summary screen displays. 

To add role definition: 

1 In the "Role Definitions Portlet" click "Add Role Definition." The "Role Administration Wizard" 
launches and displays the "Add Role Definition" screen. 

 

Figure 17 : Role Administration Wizard ðAdd Role Definition  

The screen is organized as follows: 

Role Definition 
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¶ Role NameτA text field that allows you to enter the name of the "Role Definition." 

¶ DescriptionτA text field that allows you to enter a description for the "Role Definition." 

Object Security Privileges 

¶ The initial view of this screen will be blank. To add privileges, click the "Add Privilege" link. After 
adding one or more privileges, this screen area displays a breakdown of each privilege definition 
including Object Type, Permissions, and Actions.  

Enter the Role Definition information. Then, to add a privilege, click "Add Privilege." 

To add a privilege: 

1 The "Select Object Type" screen displays. This screen is used to select the "Organization Object" 
type that you will be defining Privileges for. Available options include "Organization," "Service," 
"Contract," "Container," and "Policy." 

 

Figure 18 : Role Administration Wizard ðSelect Object Type  

From the "Object Type" drop-down list box, select the Object Type you would like to assign to the 
current Role Definition. Click "Next" to continue. 

To select object actions: 

1 The "Select Object Actions" screen displays. This screen is used to configure access control "Actions" 
for the current "Role Definition" and the "Permission" (i.e., Allow or Deny) that will be applied to the 
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selected "Actions." This "Action" and "Permission" combination represents a "Privilege" that is part 
of the "Role Definition." You can have one or more "Privileges" in a "Role Definition." 

You can select specific "Actions" by clicking the checkbox next to each action, or you can select all 
"Actions" by clicking the "Full Control" checkbox. Selecting this option automatically checks all "Actions" 
in the list. You can select a "Permission" to apply to the selected "Actions" by clicking the "Allow 
selected actions" or "Deny selected actions" radio button. 

 

Figure 19 : Role Administration Wizard ðSelect Object Actions  

After configuring "Actions," click "Next" to continue. The new "Privilege" will display in the "Object 
Security Privileges" section of the "Add Role Definition" screen. 
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Figure 20 : Role Administration Wizard ðSelect Object Actions (with pri vilege added to "Object Security 
Privileges) section  

How do I Modify a Role Definition? 

The "Modify Role Definition" screen allows you to update "Details" and "Privileges" of your "Role 
Definition." 

Modify Role Definition 

¶ Launch Role Administration Wizard 

¶ Modify Role Definition 

¶ Add/Update Privilege 

¶ Select Object Actions 
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To launch role administration wizard: 

1 Enter the following navigation path: Workbench > Root Organization > Security. The Security 
Summary screen displays. 

To modify role definition: 

1 In the "Role Definitions Portlet" click the "Modify" hyperlink. The "Role Administration Wizard" 
launches and displays the "Add Role Definition" screen. 

 

Figure 21 : Role Administration Wizard ðModify Role Definition  

The screen is organized as follows: 

Role Definition 

¶ Role NameτA text field that allows you to enter the name of the "Role Definition." 

¶ DescriptionτA text field that allows you to enter a description for the "Role Definition." 

Object Security Privileges 

¶ The initial view of this screen will be blank. To add privileges, click the "Add Privilege" link. After 
adding one or more privileges, this screen area displays a breakdown of each privilege definition 
including Object Type, Permissions, and Actions.  

Update the Role Definition information. To update an existing privilege, click the Modify link next to the 
privilege configuration. To add a new privilege to the current "Role Definition" click "Add Privilege." 


















































































































































































































































































































