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Chapter 1 | Introduction 

Introduction 

This guide provides instructions for configuring the Policy Manager for IBM WebSphere 
DataPower features. 

Documentation Summary 

This guide includes the following: 

¶ Chapter 1: Introduction 

¶ Chapter 2: Configure Policy Manager and Policy Manager for IBM WebSphere DataPower 
Containers 

¶ Chapter 3: Configure Policy Manager for IBM WebSphere DataPower  

¶ Chapter 4: Configure Policy Manager for IBM for WebSphere DataPower Slave 

¶ Chapter 5: Install and Configure IBM WebSphere MQ-based Services 

¶ Chapter 6: Install the Policy Manager for IBM WebSphere DataPower OAuth Support 
Feature 

¶ Chapter 7: Install Policy Manager for IBM WebSphere DataPower PingFederate OAuth 
Support Feature 

¶ Chapter 8: Install Policy Manager for IBM WebSphere DataPower Malicious Pattern 
Detection Default Policy 

¶ Chapter 9: Install SOA Software CA-SiteMinder 7.1 

¶ Appendix A: Stop / Start / Restart Container Instance 

¶ Appendix B: Modify Container Instance 

¶ Appendix C: Manage Governed DataPower Domains (Master Node) 

¶ Appendix D: Manage Governed DataPower Domains (Slave Node) 

¶ Appendix E: Troubleshooting 

¶ Appendix F: Customer Support 
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Chapter 2 | Configure Policy Manager and Policy 

Manager for IBM WebSphere DataPower 

Containers 

Introduction 

This chapter provides instructions for configuring Policy Manager and Policy Manager for IBM 
WebSphere DataPower container instances that comprise your Policy Manager for IBM 
WebSphere DataPower deployment.  

A minimal Policy Manager for IBM WebSphere DataPower deployment includes two container 
instances.  

¶ Policy Manager Instance 

- SOA Software Policy Manager Console and SOA Software Policy Manager Services 
features are installed here. This container should already be available as part of your 
prerequisite steps performed in Appendix A: System Requirements of the Policy 
Manager for IBM WebSphere DataPower: Installation Guide. 

- You will install the SOA Software Policy Manager for IBM WebSphere DataPower 
Schema Update and SOA Software Policy Manager for IBM WebSphere DataPower 
Console Policy features to this container. 

¶ Policy Manager for IBM WebSphere DataPower Instance 

- You will add this container and install and configure the SOA Software Policy Manager 
for IBM WebSphere DataPower feature.  

Note: All procedures assume you are logged into the SOA Software Administration Console for 
the specified container.  

Add Policy Manager for IBM WebSphere DataPower 

Repository 

1 Log into the SOA Software Administration Console of the Policy Manager instance. Click the 
Repository tab. The Repository Summary displays.  

2 Click the Refresh control  to add the Policy Manager for IBM WebSphere DataPower 
repository. After the refresh is complete, your screen will look similar to the following:  
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Install Policy Manager for IBM WebSphere DataPower 

Features to Policy Manager Container Instance 

Step 1: Install SOA Software Policy Manager for IBM WebSphere 

DataPower Schema Update Feature 

1 Select the Available Features tab and the SOA Software Policy Manager for IBM WebSphere 
DataPower Schema Update feature. 

2 Click  Install Feature, and follow the prompts.  

 

Note: The Configure button displays when the installation is complete. Display of this button 
could take up to one minute.  

3 Click Configure. On the Install Schemas screen select Policy Manager for IBM WebSphere 
DataPower Update Schema and Data additions, and Finish. 
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Step 2: Install SOA Software Policy Manager for IBM WebSphere 

DataPower Console Policy Feature 

This feature installs a series of Policy Manager for IBM WebSphere DataPower Policies to the 
Policy Manager Management Console. These policies secure and monitor a service running on 
DataPower. 

Documentation for these policies can be found on the SOA Software Documentation Repository 
at the following location: 

http://docs.soa.com/ag/dp_policies/datapower_policies.htm 

1 Select the Available Features tab and the SOA Software Policy Manager for IBM WebSphere 
DataPower Console Policy feature. 

2 Click Install Feature, and follow the prompts.  

http://docs.soa.com/ag/dp_policies/datapower_policies.htm
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3 After the installation is complete, click Configure, select the Custom Policy for Policy 
Manager schema and click Finish.  

4 When the Installation Complete screen displays, click OK to restart the container. 

Step 3: Install SOA Software Policy Manager Custom Policy 

Feature 

The SOA Software Policy Manager Custom Policy feature installs the Custom Policy Framework 
that provides functionality for adding custom policies to Policy Manager.  

Documentation for this feature can be found on the SOA Software Documentation Repository at 
the following location: 

http://docs.soa.com/ag/dp_policies/datapower_policies.htm 

1 Select the Available Features tab and the SOA Software Policy Manager Custom Policy 
Framework feature. 

http://docs.soa.com/ag/dp_policies/datapower_policies.htm
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2 Click Install Feature, and follow the prompts.  

3 After the installation is complete, click Configure, select the Custom Policy for Policy 
Manager schema and click Finish.  

4 When the Installation Complete screen displays, click OK to restart the container. 

Configure Policy Manager for IBM WebSphere 

DataPower Container Instance 

Install a Policy Manager for IBM WebSphere DataPower container instance using the Configure 
Container Instance Wizard. This instance will be used to manage one or more governed domains 
that will each manage a domain on the DataPower appliance. Select GUI or silent configuration 
options.   

GUI Configuration 

1 Navigate to the SOA Software Platform release directory c: \ sm70\ bin  and enter: 

- startup.bat configurator  (Windows) 

- startup.sh configurator  (UNIX) 

The Welcome to Configure Container Instance Wizard screen displays. Navigate through the 
wizard using Next and configure the options based on your requirements.   
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2 On the Instance Name screen, specify the name of the container instance (e.g., DataPower). 

3 On the Default Admin User screen, define the Username and Password credentials of the 
administrator that will be using the SOA Software Administration Console. 

- Password: Specify the default login password for the SOA Software Administration 
Console. 

- Hide Password: Display password as encrypted or decrypted.  

4 On the Instance Configuration Options screen, select the Standalone Deployment container 
deployment option.  

5 On the Default HTTP Listener screen, set the default HTTP Port and Host IP Address for this 
instance. This listener configuration will be used as the SOA Software Administration Console 
address. 

- Port: Represents the default HTTP Port. The default port for this Policy Manager for IBM 
WebSphere DataPower container should be 9905. 

- Bind to all interfaces: Listener binds to the 0.0.0.0 address. "localhost" or any other 
valid IP for the machine can be used to connect to the client/browser. 

- Bind to a specific interface: Host name is used to connect to the client/browser. 

The Default HTTP Listener information is used to compose the SOA Software Administration 
Console URL as follows: 

http://<hostname>:<port>/admin/ 
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Note: The trailing forward slash is required in the Admin Console URL (i.e., admin/ ). 

6 On the Instance Startup screen, select the option that best meets your deployment 
requirements. 

- Start Standalone Process: Runs the "startup <instance>" command line script located in 

the sm70\ bin  directory. 

- Install as Windows Service: Installs the instance as a Windows Service. The Instance can 
be managed via the "Services" dialog in the Windows Program Group (Control 
Panel/Administrative Tools/Services). 

- Do Not Start Instance: Configures the instance but does not start it. Instance can be 
started manually after the configuration is complete by executing the "startup 

<instance>" command line script in the sm70\ bin  directory. 

Note: The Instance Startup screen does not display on UNIX systems because a manual 
startup is required. Refer to Appendix A: Start / Stop / Restart Container Instance for 
container startup instructions upon completion of this wizard. 

7 On the Launch Admin Console screen: 

- If you selected the auto-start instance option on the Instance Startup screen, you can 
launch the SOA Software Administration Console automatically after confirming your 
configuration. 

- If you did not select the auto-start instance option, uncheck the Launch Admin Console 
checkbox, and manually launch it in a browser by specifying 
http://<hostname>:<port>/admin. The trailing forward slash is required in the Admin 

Console URL (i.e., admin/ ) 

Note: The Launch Admin Console screen does not display on UNIX systems because a 
manual startup is required. Refer to Appendix A: Start / Stop / Restart Container Instance for 
container startup instructions upon completion of this wizard. 

8 On the Instance Configuration Summary screen, review the summary information and click 
Finish. If you chose to auto-launch the SOA Software Administration Console, the script that 
displays on the bottom of the screen will say "starting <instance name>."  



Policy Manager for IBM WebSphere DataPower: Configuration Guide 14 

 

 

This completes the container configuration process. To install features, navigate to the 

Available Features  tab and continue with Chapter 3:  Configur e Policy Manager for IBM 

WebSphere DataPower  Features . 

Silent Configuration 

Define a set of property files with pre-defined values to automatically run the Configure 
Container Instance Wizard and configure a container instance. 

1 A Standalone Deployment uses the following base properties: 

- container.instance.name: Name of the container. 

- credential.username: Username for logging into the SOA Software Administration 
Console. 

- credential.password: Password for logging into the SOA Software Administration 
Console. 

- default.host: Host for the container instance. 

- default.port: Port for the container instance. 

2 Define a properties file (e.g., myprops.properties) and add the following default content: 

container.instance.name=instancename  

credential.username = administrator  
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credential.password = password  

default.host= host.domain.com  

default.port=9905  

3 Run the silent configuring using the following system properties: 

- silent (If True, silent configuration will be performed) 

- properties (location on filesystem of property file to be used for configuration) 

Windows: 

\ sm70\ bin>startup.bat configurator " - Dsilent =true" " -

Dproperties =C:/<property file directory 

location>/myprops.properties"  

UNIX: 

\ sm70\ bin>startup.sh configurator - Dsilent =true -

Dproperties =/export/home/username/<propert y file directory 

location> \ myprops.properties  

4 Perform the following prerequisite steps before launching the SOA Software Administration 
Console: 

- Deploy Database Driver: Verify that a database driver for the database used with the 
current container configuration is deployed to the c: \ sm70\ instances \ <container 

instance> \ deploy folder . If a database driver is not deployed, copy the database 
driver to the \ deploy  directory. Refer to the Deploy Database Driver section on the next 
page. 

- Clear Browser Cache: Clear the browser cache. This is necessary to ensure that user 
interface changes included in the Policy Manager update(s) display properly. 

- Manually Installing Policy Manager Schemas: If you have a requirement to manually 
install the Policy Manager schemas, contact SOA Software Customer Support prior to 
beginning this installation to obtain a series of schema installation scripts and additional 
instructions. 

5 Start the container instance using one of the following methods: 

Start / Stop Process in Windows 

- Start: Navigate to sm70\ bin  and type startup <instance name>  

Start Process as Windows Service 

- Launch Program Group (Settings /Control Panel/Administrative Tools/Services) 

- Select SM X.X  -  <Container Instance>  - Note that the instance name is displayed 
as the Container Key. 

Start / Stop Process in UNIX 

- Start: Navigate to sm70/bin  and type startup.sh <instance name> 

- Stop: Navigate to sm70/bin  and type shutdown.sh 
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Refer to Appendix A: Start / Stop / Restart Container Instance for a complete list of container 
start/stop instructions. 

Deploy Database Driver 

After you install the SOA Software Platform container instance, you must drop the appropriate 

database driver .jar  file into the "/deploy" directory of the Policy Manager for IBM 

WebSphere DataPower container instance (e.g., sm70/instances/datapower/deploy). This step 

may be skipped if the Policy Manager for IBM WebSphere DataPower instance in question does 

not require database access, such as instances configured to use web services to record auditing 

an metrics. 

Database Type Driver Requirement 

Oracle 10 (SID, Service Name) Requires database driver ojdbc5.jar , version 11.2.0.1.0. 

Microsoft SQL Server 2005 Database driver included with Policy Manager. 

IBM DB2 Universal Database V9.7 Requires DB2 Universal JDBC Driver (e.g., db2jcc.jar ) for 

your specific DB2 installation. 

MySQL 5.1 Requires database driver mysql - connector - java - 5.0.8 -

bin.jar , version 5.0. 
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Chapter 3 | Configure Policy Manager for IBM 

WebSphere DataPower 

Introduction 

This chapter provides instructions for installing and configuring the Policy Manager for IBM 
WebSphere DataPower feature using the SOA Software Administration Console.  

Note: The feature should be installed to the Policy Manager for IBM WebSphere DataPower 
container. 

Prerequisites 

Perform the following steps before installing the Policy Manager for IBM WebSphere DataPower 

feature: 

Start Container Instance 

Use the following methods to start a container instance. 

Start 

Container 

Methods  

Start Process in Windows  

Start ðNavigate to sm70\ bin  and type  startup <instance name>  

Start Process in UNIX  

Start ðNavigate to sm70/bin  and type  startup.sh <instance name>  

Start Process in UNIX (Background)  

Start ðNavigate to sm70/bin  and type  startup.sh <instance name> - bg  

Start SOA Software Administration Console 

After starting the Policy Manager for IBM WebSphere DataPower container, launch the SOA 

Software Administration Console.  

The URL address should be composed with the Port and Host IP Address you specified on the 

Default HTTP Listener screen in the Configure Container Instance Wizard. Compose the SOA 

Software Administration Console URL address using the following convention: 

http://<hostname>:<port>/admin/ 
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Note: The trailing forward slash is required in the SOA Software Administration Console URL 
(i.e., admin/). 

Install Policy Manager for IBM WebSphere DataPower 

Feature 

Step 1: Install Policy Manager for IBM WebSphere DataPower 

Feature 

1 Select the Available Features tab and the SOA Software Policy Manager for IBM WebSphere 
DataPower feature. 

2 Click Install Feature, and follow the prompts.  

 

3 Click Configure when the installation is complete. Continue the Policy Manager for IBM 
WebSphere DataPower feature configuration in the next section. 

Display of this button could take up to one minute.  

Configure Policy Manager for IBM WebSphere 

DataPower Features 

Configure the tasks that apply to the Policy Manager for IBM WebSphere DataPower feature.  

Review the detailed documentation on each wizard screen for a description of options. 
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Step 1: Configure Metadata Exchange Options 

1 On the WS-MetaDataExchange Options screen, specify the URL of the Policy Manager 
Metadata Exchange Service.  

- You must specify an address that is network accessible from the DataPower Appliance 
that will be managed by the Policy Manager for IBM WebSphere DataPower. 

- 5ƻ ƴƻǘ ǎǇŜŎƛŦȅ ΨƭƻŎŀƭƘƻǎǘΩ ƻǊ ΨмнтΦлΦлΦмΩ ŀǎ ǘƘŜ Ƙƻǎǘ ŦƻǊ ǘƘƛǎ ŀŘŘǊŜǎǎΦ 

The default WS-MetaDataExchange URL for Policy Manager is 
http://<hostname>:9900/wsmex. 

2 Find the URL using one of the following options:   

- View the Access Point URL of the Metadata Exchange Service in the Policy Manager 
Management Console. 

- View the WSDL of the Metadata Exchange Service at <SOAP:address location>.  

 

3 Enter the URL then select Finish and Go To Next Task.  

Step 2: Configure PKI Keys (Policy Manager Console/Web 

Services) 

1 On the Manage PKI Keys Wizard configure the private key and certificate for the container 
when communicating with a governance console.  

2 Select a Key Management Option and click Next to continue. The Generate PKI Keys & 
X.509 Certificate option is the most commonly used default option. 



Policy Manager for IBM WebSphere DataPower: Configuration Guide 20 

 

3 After completing the configuration click Go To Next Task.  

Step 3: Configure DataPower Listener 

1 On the Configure DataPower Listener screen, configure the DataPower listener that is used 
to receive messages from the DataPower appliance, then click Finish and Go To Next Task. 

Note: 5ƻ ƴƻǘ ǎǇŜŎƛŦȅ ΨƭƻŎŀƭƘƻǎǘΩ ƻǊ ΨмнтΦлΦлΦмΩ ŀǎ ǘƘŜ Ƙƻǎǘ ŦƻǊ ǘƘŜ ƭƛǎǘŜƴŜǊΦ 

- Host: Host Name or IP address of the interface that the DataPower integration host will 
listen on for messages. 

- Port: Port number that the DataPower integration host will listen on for messages.  

- Enable Secure Communication: If this option is checked, messages transmitted 
from DataPower to the DataPower Listener will be secured. This is useful in 
scenarios where message content originating from DataPower is sensitive and must 
travel over insecure networks. 
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Step 4: Configure PKI Keys (DataPower Log Service) 

1 On the DataPower Log Service Key Management screen configure the private key and 
certificate used for secure communication between the DataPower appliance and the 
Authentication Service.  

2 Select a Key Management Option and click Next to continue. The Generate PKI Keys & 
X.509 Certificate option is the most commonly used default option. 
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3 After completing the configuration click Go To Next Task.  

Step 5: Configure DataPower Security Options 

1 On the Configure DataPower Security Options screen configure DataPower security options 
for the authentication service to listen to authentication requests from the DataPower 
Appliance. 

 


























































































