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Chapter 1 | Introduction

Introduction

This guide provides instructions for configuring the Policy Manager for IBM WebSphere
DataPower features.

Documentation Summary

This guide includes the following:

1
)l

= =4 =4 =4

=A =4 =4 4 -4 -4 4

Chapter 1: Introduction

Chapter 2: ConfigurBolicy Manager and Policy Manager iBM WebSphere DataPower
Containers

Chapter 3 ConfigurePolicy Manager folBM WebSphere DataPower
Chapter 4: ConfigurBolicyManager forlBM for WebSphere DataPower Slave
Chapter 5: Install and Configure IBM WebSpherehdged Services

Chapter6: Install thePolicy Manager for IBM WebSphddataPower OAuth Support
Feature

Chapter7: InstallPolicy Manager for IBM WebSphddataPower PingFederate OAuth
Support Feature

Chapter 8: Install Policy Manager for IBM WebSphere DataPower Malicious Pattern
Detection Default Policy

Chapter 9 Install SOA Software €SheMinder 7.1

Appendix A: Stop / Start / Restart Container Instance

Appendx B: Modify Container Instance

Appendix C: Manage Governed DataPower Domains (Master Node)
Appendix D: Manage Governed DataPower Domains (Slave Node)
Appendix E: Troubleshooting

Appendix F: Customer Support
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Chapter 2 | Configure Policy Manager and Policy
Manager for IBM WebSphere DataPower
Containers

Introduction

This chapter provides instructions for configuriPglicy ManageandPolicy Manager for I8
Web$here DataPowetontainerinstances that comprise yo#olicy Manager for IBM
WebSphere DataPoweleployment

A minimal Policy Manager for IBM WebSphere DataPower deployment includes two container
instances.

1 Policy Managetnstance

- SOA Software Policy Manager Consolé SOA Software Policy Manager Services
features are installed here. This container shoutéady be available as part of your
prerequisite steps performed iAppendix A: System Requiremeuoitshe Policy
Manager for IBM WebSphere DataPower: Installation Guide

- You will install theSOA Software Policy Manager for IBM WebSphere DataPower
Schema Uglate and SOA Software Policy Manager for IBM WebSphere DataPower
Console Polidgatures to this container.

1 Policy Manager for IBM WebSphere DataPower Instance

- You will add this container and install and configure $@@A Software Policy Manager
for IBM WéSphere DataPowéeature.

Note: All procedures assume you are logged into @A Software Administration Consile
the specifiedcontainer.

Add Policy Manager for IBM WebSphere DataPower
Repository

1 Log into theSOA Software Administration Consol¢he Policy Manager instance. Click the
Repositorytab. TheRepository Summauisplays.

2 Click theRefreshcontrol!“! to add thePolicy Manager for IBM/ebSpher®ataPower
repository. After the refresh is complete, your screen will look similar to theviolig:

Policy Manager for IBMVebSpher®ataPower ConfigurationGuide



[¥ou are logped in 1t Admin Consolel adnsinistrator]) Logout
SOA software~

_ - e

Hame Last Modited Locaton Desete
S04 Software Pobcy Manager for IBM  Won Jul 23 111408 POT 2014 e P pmT 10725 Safsm T IApmag_164217_7 0 (irepositiony xoml =]
WebSphess DataPower Repostony 7.0
S04 Softwars Platform Defaull Tue Jul 20 08 32-24 POT 2014 Bl ICipm T 107 25 Safsm T 0T 1 Sveposiiory somi =1
Rieposiiony

Repoditory URL! A

Install Policy Manager for IBM WebSphere DataPower
Features to Policy Manager Container Instance

Step 1: Install SOA Software Policy Manager for IBM WebSphere
DataPower Schema Update Feature

1 Select theAvailable Featuresab and theSOA Softwaredbicy Manager for IBM WebSphere
DataPower Schema Upddiature.

2 ClickInstall Feature and follow the prompts.

SOA software-

(Wou sre legped in 35 Admin Cossole'\ sdministrator] Logoul

T T i L e o e oy e S L T F

W
Secusty, HTTP Secusty, AulwnSeaton, whd Auhosialion -
| DA Software Ping Suppon TX0 s lealune incloden & simpls “Eng” web service fof lesing the fusconal siate of th coRtainey web Jofvice
framawark.
| S0 Softeam Policy Manager Custom Polcy Tan T featune sdds suppon or Comtom Polcy B0 M Policy Lisnsger consoin
Framewori
| SO Spftewsre Policy Manager WebSphere WO T This teature sdds suppon for 1BW WebSphere MO based seracey bo the Polcy Manager cofsoke
Suppedt
| SOA Sofrwars Policy Manager bor IBM Web Sphere T This ealure (eeviged 4 Lo bibwtan the Polcy Manager O Condals aid & DataPy appliands 50 sl
Dt s Py WManager can configuin the DutaPower applance virlualisslors and policy enforcemaent
| S0A Softwam Policy Manager ko 1M Web Sphere Tae Thin feature pecvices 3 slive node Batance of Policy Manager for DataPower Bl combines with & masier node 1o
DwiaPorwer | Slave Rode) [provice @ Polcy Masager for DalaP o chisler for parposes of bad balancing snd hegh v adaodty
| SO Spftesre Policy Manager ko 1BM Web Sphere Tan This fealure enables Pobcy Wanager policess speciic fo Poloy banages for 1BW Web5Sphars DalaPowes
DataPerwed Comiole Poksy
] S0A Sohware Policy Mansger bod IBM WebSphere T80 This fealure sdda defecll Moo Paliesn Detsctisn Polsy 1o Pobey Mansged
DutaPoraes Malicious Pastern Detection Delault Policy
| SOA Softesr Policy Manager for 1BM Wb Sphare Ta0 Thin feature sdds suppon for Qiuth pecurily & & Policy Manager for DutaPower inslance
DwiaPowes DAwih Suppon
¥ SO Policy o 1BM Sph Ta0 Thes feature makes new schemas avadabie 10 Polcy Manager 10 be inslalied via the Manage Schemas’ configueaiion
| SDA Software Tesseat Agent T0 s lealune i the policy enfoecoment poial lor the Agache Tomeal appl:alion Served and provides W-Pelicy

anigropmant for wel sanvices Sapioyed 1o Tomeal B can only be deployed in o Conlainar depioyed in & Tomoat
nstance and only sepports the Apache A8 1 4 SOLP framework

| intal Pesten

Note: TheConfigurebutton displays when the installation is compleEsplay ofthis button
could take up to one minute.

3 ClickConfigure On thelnstall Schemascreen selecPolicy Manager folBM WebSphere
DataPower Updat&chema and Data additiorsndFinish
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Install Schemas

| v

Available Schemas

The "Install Schemas" screen is used to V| Mame “erzion  Description

manage schemas associsted with the current _ "

S04 Container. Schemas add tables to the | Policy Manager for 7.oo Pollc.:y Manager for DataPower Update 7.0.0 Schema and Data
DataPower additions

database used by the S04 Container and
populate them with data. The screen is

organized into two sections: Installed Schemas

The "Available Schemas" section displays a ; o
lizt of schemas that are available to install irto Name “ersion  Description
the current S04 Container. To install an

b h Schema Management 6.01 Stores schema management information
available schema, click the checkbox next to
the zchemsa line item and click "Finish " Policy Manager 600 Policy Manager Schema and Intial Data Set |l
The "Installed Schemas" section provides a list Policy Manager 6.01 Policy Manager Update 6.0.1 Schema and Data additions
schemas that are currently installed in the _ " -
S04 Container. To uninstsll 2 schema, click the Policy Manager .02 Paolicy Manager Update 6.0.2 Schema and Data additions
checkhox next to the schema line item and Policy Manager 603 Folicy Manager Update 5.0.3 Schema and Data additions
click "Finish."
Policy Manager 604 Paolicy Manager Update 6.0.4 Schema and Data additions

Mote: YWhen a schema is selected, the system
will alzo install all preceding versions of the Policy Manager 605 Palicy Manager Update 6.0.5 Schema and Data additions
zelected schema if they have not been

previously installed. In this scenario, preceding
schema versions will display in the "Installed Policy Manager 60T Policy Manager Update 6.0.7 Schema and Data additions
Schemas" section of the "Manage Schemas

Policy Manager EO6 Palicy Manager Update 6.0.6 Schema and Data additions

Wizard" (accessible via the "Configuration” Policy Manager 608 Palicy Manager Update 6.0.8 Schema and Data additions
tak) after the installation iz complete. Policy Manager 609 Palicy Manager Update 6.0.9 Schema and Data addtions
After the schema management process is Policy Manager 5010  Policy Manager Update 5.0.10 Schema and Data additions
complete, the "Summary" screen displays.
Policy Manager 6.0.11 Policy Manager Update 6.0.11 Schema and Data additions _ILI
| | B

Step 2: Install SOA Software Policy Manager for IBM WebSphere
DataPower Console Policy Feature

This feature installs a ges ofPolicy Manager for IBM WebSphere DataPoRelicies to the
Policy Manager Management Consoléese policiesezure and monitor a service running on
DataPower

Documentation for these policies can be found on the SOA Software Documentation Rgposito
at the following location:

http://docs.soa.com/aqg/dp policies/datapower policies.htm

1 Select theAvailable Featuresab and theSOA Software Policy Manager for IBM WebSphere
DataPaver Console Polidgature.

2 Clickinstall Feature and follow the prompts.
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[You are logged n as Admin Console’ sdministrator) |ogout

s

| S04 Software Policy Manager Custom 700
Podicy Framework

S04 Software Policy Manager WebSphere 700

MO Support
| S0A Software Policy Manager for IBM ron
WebSphers DataPower

S04 Softwans Policy Manager Tor IBEM To0
WebSphere DataPower (Slave Node)

o SOA Softwasra Policy Manager Tor IBM 700

WebSphere Datafower Console Policy

S04 Software Policy Manager Tor IEM o0

& DataPower Malickus Pattern

Diedwction Defaull Policy

SOA Software Policy Managaer Tor IBM 700
WebSphere Datafower OAuth Support
| SOA Software Tomest Agent 720

3 After the installation is complete, cli€konfigure select theCustom Policy for Policy
Managerschema and clickinish

4 When thelnstallation Completscreen displays, cli€BKto restart thecontainer.

This feaburs sdds support for Custom Polcy 1o the Policy Manager consols,

Thiz Teabiure sdds siport Tor BM WishSphans MG based terdces 1o ths Pobcy Manager condois

Thiz fealure peovides a bridge bebween the Folcy Manager Governance: Conscle and o DataPower
applance 50 el Polcy Manager can Sonligune the DalaPower spplisrcs virualizalions and polcy
enigrceernri

Thes feabure prorvices & e node instance of Pobcy Manager 1or DabaPower Bad combiness with &
master node 10 provide a Polcy Manager tor DataPovwer cluster Tor purposes of ksd balancing and
iy drvalablity,

This: fesburs enablss Polcy Mansger politiss spadafic b Polcy Mansger hor B8 \WebSphers
DatoPossrer,

Theg Taabure adds delnik Makcious Pallern Detechon Polcy to Pobcy Mansp,

This fiaturs 305 supeort Tor QAN Socurty 16 & Pabcy Mg 1or DElaPowsr Bstane.

Thig Teabure iz the policy enforcament point for the Apache Tomoat appboation server and provides
WE-Polcy enforcement for web services deployed o Tomcat, B can only be deployed in o Cortainer
deployed in s Tomesd instance and ony suppors the Apeche S 1 4 SOAF Tramework

| metol Feabare

(=]

Step 3: Install SOA Software Policy Manager Custom Policy

Feature

TheSOA Software Policy Manager Custom P@iure installs the Custom Policy Framework

that provides functionality for adding custom policies to Policy Manage

Documentation for this feature can be found on the SOA Software Documentation Repository at

the following location:

http://docs.soa.com/ag/dp policies/datapower policies.htm

1 Selet the Available Featureb and theSOA Software Policy Manadg@astom Policy

Frameworkfeature.

Policy Manager for IBMVebSpher®ataPower ConfigurationGuide
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SOA software™

{fou are logged in as Admin Console’administrator) Logout

AVAILABLE FEATURES

D S0A Software Ping Support

D S0A Software Policy Manager Console

[

Framework

S0A Software Policy Manager Services

Support

DataPower

I s |

DataPower Console Policy

]

-

S0A Software Policy Manager Custom Policy

S0A Software Policy Manager WebSphere MQ

S0A Software Policy Manager for IBM WebSphere

S0A Software Policy Manager for IBM WebSphere

SN Srfhuara Dalicw Mananar for IRM WahEnhara

710

710

700

710

Fon

Fon

Fon

Management Congole. When the Metwork Directar festure iz enabled, the Container's metadata is updsted to raflac{;l
thiz support. The metadats must be updsted in the S04 Software Management Console sothet s sweears thet

Wirtual Services can be hosted on the Contasiner. The festure alzo enables support for default Bindings and Policies
The defaut Bindings are SOAP and HTTP (REST and POX). The default Policies are WS-Addressing, W3- Auditing,
WE-Security, HTTP Security, Suthertication, snd SAuthorization.

This festure includes & simple "ping" web service for testing the functional state of the container's web service
frameswork.

This festure includes & web based user interface for the central Policy Manager governance application. The user
irterface provides & dashboard and the primary interface for configuration, management and administrstion of Polic
Manager and Service Manager. The consolz must interact with & Cortainer (may be the same cortainer) configurec
with the S04 Software Policy Manager Services to fulfil the core central governance application requirements.

This festure adds support for Custom Policy to the Palicy Manager console.

This festure includes services provided by the central Policy Manager governance appliication. These services
include, but are not limited to, UDD2 and UDDIlv3, VW3-MetadataExchange, S04 Container Configuration, an XACHKL
Palicy Decision Pairt, 2 WS-Trust Security Token Service, Alert repaorting, and RESTul interfaces ta the governance
machel. In adcition, this feature includes engines for performing Gualty of Service calculations and heath and status
monitoring.

This festure adds support for BM WebSphere MG based services to the Policy Manager console
This festure provides a bridge between the Policy Mansger Governance Console and & DataPower sppliance so

that Policy Manager can configure the DataPower appliance virualizations and policy enforcement.

This festure ensbles Policy Manager policies specific to Policy Manacger for IBM WebSphere DataPovwer,

-
Thiz fashwa adds dafe b Malicions Dataen Dataction Dolico to Dolice Mansoae | _I_I
L3

2 Clickinstall Feature and follow the prompts.

3 After the installation is complete, cli€konfigure select theCustom Policy for Policy

Managerschema andlickFinish

4 When thelnstallation Completscreen displays, cli€BKto restart thecontainer.

Configure Policy Manager for IBM WebSphere
DataPower Container Instance

Install a Policy Manager for IBM WebSphere DataPower container instance usgriigeire
Container Instance Wizarthis instance will be used to manage one or more governed domains
that will each manage a domain on the DataPower appliance. Select GUI or silent configuration

options.

GUI Configuration

1 Navigate to the SOA Software Ptain release directorg: \ sm70\ bin and enter:

- startup.bat configurator

- startup.sh configurator

(Windows)
(UNIX)

TheWelcome to Configure Container Instance Wizmngen displays. Navigate through the
wizard usindNextand configure the options based onwarequirements.

Policy Manager for IBMVebSpher®ataPower ConfigurationGuide
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% Configure Container Instance Wizard !E m

Welcome to Configure Container Instance Wizard

Rewigw the instructions below to configure yaur SOA Container Instance.

Thank you for installing S0A Software Platform 7.1

This wizard guides you through the steps required ta canfigure
an S0A Container Instance for your platform. Arter the
instance is configured, features can be deployed using the
504 Software Administration Console.

Click "Mext" to begin.

SO

software

| < Back || Pl = || Finish || Cancel |

2 On thelnstance Namecreen, specify the name of tloentainer instancée.g., DataPower).

3 On the @fault Admin Usescreen, define thé&Jsernameand Passwordcredentials of the
administrator that will be using thEOA Software Administion Console

- PasswordSpecify the default login password for the SOA Software Administration
Console.
- Hide PasswordDisplay password as encrypted or decrypted.

4 On thelnstance Configuration Optiossreen, select th&tandalone Deploymentontainer
deployment option.

5 On theDefault HTTP Listenscreen, set the default HTTP Port and Host IP Address for this
instance. This listener configuration will be used asS¥A Software Administration Console
address.

- Port: Represents the default HTTP Porte™efault port for thisPolicy Manager for IBM
WebSphere DataPoweontainer should be 9905.

- Bind to all interfacesListener binds to the 0.0.0.0 address. "localhost" or any other
valid IP for the machine can be used to connect to the client/browser.

- Bindto a specific interfaceHost name is used to connect to the client/browser.

The Default HTTP Listener information is used to compose the SOA Software Administration
Console URL as follows:

http://<hostname>:<port>/admin/
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Note: The trailing forward slash required in the Admin Console URL @dmin/ ).

On thelnstance Startugcreen, select the option that best meets your deployment
requirements.

- Start Standalone ProcesRuns the "startup <instance>" command line script located in
the sm70\ bin directory.

- Install as Windows Servicénstalls the instance as a Windows Service. The Instance can
be managed via the "Services" dialog in the Windows Program Group (Control
Panel/Administrative Tools/Services).

- Do Not Start InstanceConfigures the instance bdbes not start it. Instance can be
started manually after the configuration is complete by executing the "startup
<instance>" command line script in teen70\ bin directory.

Note: Thelnstance Startugcreen does not display on UNIX systems because a inanua
startup is required. Refer tAppendixA: Start / Stop / Restart Container Instarfoe
container startup instructions upon completion of this wizard.

On theLaunch Admin Conso$ereen:

- If you selected the autgtart instance option on thénstance Stdup screen, you can
launch theSOA Software Administration Consalgomatically after confirming your
configuration.

- If you did not select the autstart instance option, uncheck theaunch Admin Console
checkbox, and manually launch it in a browser bscdying
http://<hostname>:<port>/adminThe trailing forward slash is required in the Admin
Console URL (i.eadmin/ )

Note: TheLaunch Admin Consadereen does not display on UNIX systems because a
manual startup is required. Refer &ppendix AStart/ Stop / Restart Container Instanfmr
container startup instructions upon completion of this wizard.

On thelnstance Configuration Summasgreen, review the summary information and click
Finish If you chose to auttaunch theSOA Software AdministratidConsolgethe script that
displays on the bottom of the screen will say "starting <instance name>."
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% Configure Container Instance Wizard [_ O]

Instance Configuration Summary

Feview the instance information. To confirm and complete the configuration click "Finish”

Summary

Instance Mame: DataFower
Default HTTF Part: 9904
Deployment: Standalone
Default HTTF Host: 0.0.0.0

Install Windows Service:  false

software

= Back || Mext = || Finish || Cancel

This completes the container configuration process. To install features, navigate to the

Available Features tab and continue with Chapter 3: Configur e Policy Manager for IBM
WebSphere DataPower  Features .

Silent Configuration

Define a set of property files with pidefined values to automatically run ti@onfigure
Container Instance Wizaahd configure a@ntainer instance.

1 A Standalone Deployment usdgetfollowing base properties:

container.instance.namelName of thecontainer.

- credential.usernamelUsername for logging into the SOA Software Administration
Console.

- credential.passwordPassword for logging into the SOA Software Administration
Console.

- default.host: Host for thecontainer nstance.
- default.port: Port for thecontainer nstance.

2 Define a properties file (e.g., myprops.propertiagd add the following default content:

container.instance.name=instancename
credential.username = administrator

Policy Manager for IBMVebSpher®ataPower ConfigurationGuide
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credential.password = password
default.host= host.domain.com
default.port=9905

Run the silent configuring using the following system properties:

silent (If True, silent configuration will be performed)
properties (location on filesystem of property file tee used for configuration)

Windows:

\ sm70\ bin>startup.bat configurator " - Dsilent  =true"" -
Dproperties  =C:/<property file directory
location>/myprops.properties"

UNIX:
\ sm70\ bin>startup.sh configurator - Dsilent  =true -
Dproperties  =/export/home/username/<propert y file directory

location> \ myprops.properties

Perform the following prerequisite steps before launching 8@A Software Administration
Console

Deploy Database Driveierify that a database driver for the database used with the
currentcontainer configuation is deployed to the: \ sm70\ instances \ <container
instance> \ deploy folder . If a database driver is not deployed, copy the database
driver to the\ deploy directory. Refer to théeploy Database Driveection on the next
page.

Clear Browser Caché&€learthe browser cache. This is necessary to ensure that user
interface changes included in the Policy Manager update(s) display properly.

Manually Installing Policy Manager Schemadyou have a requirement to manually

install the Policy Manager schemas, ot SOA Software Customer Support prior to
beginning this installation to obtain a series of schema installation scripts and additional
instructions.

Start the container instance using one of the following methods:

Start / Stop Process in Windows

Start: Navigate tosm70\ bin and type startup <instance name>

Start Process as Windows Service

Launch Program Group (Settings /Control Panel/Administrative Tools/Services)

Select SM X.X - <Container Instance> - Note that the instance name is displayed
as the Contaier Key.

Start / Stop Process in UNIX

Start: Navigate tasm70/bin  and typestartup.sh <instance name>
Stop:Navigate tosm70/bin  and typeshutdown.sh
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Refer toAppendixA: Start / Stop / Restart Container Instance for a complete list of container
start/stop instructions.

Deploy Database Driver

After you ingall the SOA Software Platform containestance, you must drop the appropriate
database driverjar file into the "/deploy" directory of théPolicy Manager for IBM

WebSphere DataPowebntainer instancde.g., sm70/instances/datapower/deploy). This step

may be skipped if the Policy Manager BBM WebSpher®ataPower instance in question does

not require database access, such as instances configured to use web services to record auditing
an metrics.

Database Type Driver Requirement

Oracle 10 (SID, Service Name) Requires database driver ojdbc5.jar  , version 11.2.0.1.0.
Microsoft SQL Server 2005 Database driver included with Policy Manager.

IBM DB2 Universal Database V9.7 Requires DB2 Universal JDBC Driver (e.g., db2jcc.jar ) for

your specific DB2 installation.

MySQL 5.1 Requires database driver mysql - connector -java -5.0.8 -
bin.jar , version 5.0.
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Chapter 3 | Configure Policy Manager for IBM
WebSphere DataPower

Introduction

This chapter provides instructions for instadliand configuring th@olicy Manager for IBM
WebSphere DataPowé&ature using theSOA Software Administration Console

Note: The feature should be installed to tiolicy Manager for IBM WebSphddataPower
container.

Prerequisites

Perform the followingsteps before installing thBolicy Manager for IBM WebSphere DataPower
feature:

Start Container Instance

Use the following methods to start a container instance.

Start Start Process in Windows
Container
Methods

Start 8 Navigateto sm70\ bin andtype startup  <instance name>

Start Process in UNIX

Start & Navigateto sm70/bin and type startup.sh <instance name>

Start Process in UNIX (Background)

Start 8 Navigateto sm70/bin and type startup.sh <instance name> - bg

Start SOA Software Administration Console

After starting thePolicy Manager for IBM WebSphere DataPowgrtainer, launch th&OA
Software Administration Console

The URL address should be composed withPtbe and Host IPAddress you specified on the
Default HTTP Listenscreen in theConfigure Contakr Instance WizardCompose th&OA
Software Administration Consd#RL address using the following convention:

http://<hostname>:<port>/admin/
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Note: The trailing forward slash is required in the SOA Software Administration Console URL

(i.e., admin/).

Install Policy Manager for IBM WebSphere DataPower

Feature

Step 1: Install Policy Manager for IBM WebSphere DataPower

Feature

1 Select theAvailable Featureb and theSOA Software Policy Manager for IBM WebSphere

DataPowelfeature.

2 Clickinstall Feature andfollow the prompts.

SOA software~

[Wou are bkegged in s Admin Console| administrator) Logodil

Amluu.l FEATURES

S0M Software Policy Manager Web Sphers MO Ta0

Support

< 508 Software Policy Manager Tor 1B Tan
Web Sphere DataPower
S0A Software Policy Manager Tor 168 Ta0

Webiphere DataPower [ Slave Modeh

S0& Software Policy Manager for IBM Too
Wel Sphere DataPoaer Condole Polcy

S0 Software Policy Manager Tor 168 Ta0
WebSphere DataPower Makcioud Paniem
Detection Detaull Policy

508 Loftware Policy Manager Tor 1BM TO0
el Sphere DataPoser Qlisth Seppon

508 Software Policy Manager for IB8 THo
WebSphere DataPower Schema Updabe

S0A Sohtware Scheduled Joba Tid
S04 Software Secumity Seraces 710
S0A Saftwane Tosnial Agent Tl

3 ClickConfigurewhen the installation is complete. Continue tRelicy Manager for IBM

Thes feature asdds suppor for IBM WebSphers L3 based sanices is the Policy Manage: consobs

This b= yhure: p op Console aned 8 DiataPower

Thes baahwre provides :mmmwmwhnmm:m;m:
rhaaler node o peovile & Poley Manager for DatsP, o lzad bal g dind
raghi v adabebty

Thet fnature shasien Pobey Wansger pobtirn tpeciic b Poly Wanager for IEA WebSohaim
DuabaPoswer

Tha laature sdds defaull Makcicus Pamem DetecSon Policy bo Polcy klanager

Thiss eatere adds suppen kor DAuT secusty b3 3 Policy Manager for DataPewer iflasce

Thet Spature maked finw schemas peadatis 1o Polcy Mansgar 1o B malalied s the Masage
Schemas’ configurabon scton. This nere schema 3003 Suppon within Policy Manager for he Polcy
ansger for DiataPower Saahure wed

Thia leaiure inchedes Scheduled Joba d ity PRl Engine
Thes faature includes Securty Senices requinsd by PR Engine

This fealere i the policy enforcement poinl ter e Apache Tomeal applcalion server and provides
WE-Polcy enforoement ko weh sereices deployed be Tomcal. It can oaly be depioyed in a Conlaner
Sapioyed i a Tomeal inslance and only Supporh B Agachs A 1 4 SOAP famawrt

|| Install Featere

WebSphere DataPowégature configuration in the next section.

Display ofthis buttoncould take up to one minute.

Configure Policy Manager for IBM WebSphere

DataPower Features

Configure the tasks that apply to tholicy Manager for IBM WebSphere DataPofgature.

Review the detailed documentation on each wizard screen for a description of options.

Ll

L
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Step 1: Configure Metadata Exchange Options

1

3

Onthe WSMetaDataExchange Optiorsgreen, specify the URL of the Policy Manager
Metadata Exchange Service.

- You must specify an address that is network accessible from the DataPower Appliance
that will be managed by the Policy Manager for IBM WebSphereFDater.

- 52 y2i aLSOATe Wi20ltK243GQ 2N YWMHT OndndmMQ

The default WS/etaDataExchange URL for Policy Managjer
http://<hostname>:9900/wsmex

Find the URL using one of the following options:

- View the Access Pdib/RL of the Metadata Exchange Service in the Policy Manager
Management Console.

- View the WSDL of the Metadata Exchange Service at <SOAP:address location>.

15 ws-retalat sEwchange Dptions - Irtemet Explores

SOA software

W5-MetaDataExchange
Options

T Wh-MetaDiataf xchangs Opions” soreen URL: httpuscaihost Sl
Bl pou apacily e LR, of the Policy

Lanager Wertacts Lochangs Serace ©

Conmesciing bo e Metadala Exchangs

Service” enabies communcalion belwees B

cusrent S04 Conlaser mstance and Paboy

anager 1o netrieve ey infofmason (85,

sereice hondrg dafabhane, ol |

Specifying the “Whlislalatal xhange™ URL s
& reqpaired relallabon laak for "MNebeonk
Durecior” and ofer Agent-Based leatures

I8 Policy WManager, tha UFLL can Ba found By
viewing the WEDL of the Metacisla Exchancs
Service” Malipie URL's can ba specied for
Pegi arealiabdiy Addional sniries meat be
ORI Segaiated

Ener Bhe “Melaiata Exchasge Sarvics™ URL
and click “Finish * The “Sammany™ screen
dapiay

Wi-HetaDataExchange Options

Fisiah Camissl

Enter the URL then seleeinishandGo To Next Task

Step 2: Configure PKI Keys (Policy Manager Console/Web

Services)

1

On theManage PKI Keys Wizazdnfigure the private key and certificate for the container
when communicating with a governance console.

Select &Key Management Optiomnd clickNextto continue. TheGenerate PKI Keys &
X.509 Ceificate option is the most commonly used default option.
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ﬁManage PKI Keys Wizard - Windows Internet Explorer M=l E3

SOA softwarer

-
Sel?ct Key Management PKIKeys Details
Option
Public Key: Mone Found
The "Manage Pkl Keys Wizard" is executed as 5
either an installation task or configuration action Private Key: Mang Found
for the Metwork Director and various Agent
features. The wizard allovrs you to configure Cettificate Details
the private key and cedificate for the cortainer
whien communicating with & governance Mone Faund
console
The "PKl Keys Details" section displays the N
"Public Key" that has been generated and Key Management Options
assigned to the object. If keys have not been
generated and sssigned, the "None Found” Generate Options Export Options
USSR CpLEs: " Generate PKI Keys  Export ¥.509 Certificate
The "Certificate Details" section displays a
summary of information for the certificate  Generate ¥.509 Certificate Delete Options
assigned to the current object. Assigned )
certificates can be generated or imported using ' Generate PKI Keys & X.509 Certificate  Delete PKI Keys & X.509 Certificate
this wizard. Certificate infarmation presented
includes Subject DN, lssuer DM, Serial Mumber, ' Generate Certificate Signing Request (TSR}
Effective Date, and Expiration Date. f 3 "
cetificate has not been assigned, the "hNone Import Options L

Found” message displays. € Import X.509 Certificate

The "Key Management Options" section

provides functions for petforming key and ' Irpart Private Key % X.509 Certificate

ceificate management for the currert object

Option categories include "Generate," "Import,"

"Expiort " andd Delete. Available objects are j

disnlawed Min famist and are hased an the

= Back Mest = Finish Cancel

3 After completing the configuration clicko To Next Task

Step 3: Configure DataPower Listener

1 On theConfigure DataPower Listersgreen, configure the DataPower listener that is used
to receive mesages from the DataPower appliance, then ditkshandGo To Next Task

Note:52 y20 aLISOATE Wi20ItK2aGQ 2N WMHT dPndndmQ
- Host:Host Name or IP address of the interface that the DataPower integration host will
listen on for nessages.

- Port: Port number that the DataPower integration host will listen on for messages.

- Enable Secure Communicatiolfithis option is checkednessages transmitted
from DataPower to the DataPower Listener will be secured. This is useful in
scenariosvhere message content originating from DataPower is sensitive and must
travel over insecure networks.
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2 Condigure DataPower Listener - Internet Enplores

SOA software”

Configure DataPower
Listener

The Diatafiowes Listener i wned Io recarve Hust: [ o
mesiages froms P DataPover spplance s
Fis e "ol eniry, enisr ihe bosinams o IP Port: I o
asdrens of B nderiace Bl e DataPowsr

intograton hot will Inden of il Mg [[] Enable Secure Communication To Lisersr

Fad T Port arlry, ool 54 porl numba Tl

the DiataPoswver indegr [ e Prosey

MERIGES Please e 3 o Tl i nl Sinessy Proey Host: I .d

Configure Dutafower Lintener

I “Enatie Secars Commurmalion To Lisbefsr™ Frooy Portz | L
i chacked, hem
DlataPower o T Lishenes veill b [ Enabie Secure Communication To Praxy

The “Lae Preocy”™ oplish efable the use of &
prowy Bosl and port A prexy beta Dlatalower
commigrecale weth Pobcy Manager for
DataPovwer Twough a redwork inlenmedsarny for
the paposes of for exampis seoatty of loasd
balancing

The Feoxy HosT i used i tha hoat addeen
geven o DataPovwesr 1o communcale with Polcy
Mansger fof DutsPovest ( pocoy i ahabled)
Erter 2 4l qualified hosiame o P sddoess
The "Peeay Pertl i essd 38 Bet TCP poet goven
10 DataPowsi 15 Comrmnicate with Polcy
Manager for DulaPower (f potoey B etabied)
Flogin u & port T monl aieeacly usnd by
araite COMpnent i ey Conkanar

W "Enabis Secwrs Communcation To Proey™ s
AT ¥ ened e
DiEaPowEr 1 P oy nill B Secured. Th o

ubehal N BCEANCT wWhe meTRage W
Lt ] DiataPrved e fbfrideeg b
€ >

Step 4: Configure PKI Keys (DataPower Loqg Service)

1 On theDataPower Log Service Key Managensenéenconfigure the private key and
certificate used fosecure communication between the DataPower appliance and the
Authentication Serve.

2 Select &ey Management Optiomand clickNextto continue. TheGenerate PKI Keys &
X.509 Ceificate option is the most commonly used default option.
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[ Manage PKI Keys Wizard - Windows Internet Explorer

SOA software~

DataPower Log Service Key
Management

The “DataPow ar Log Saervice Service Kay
Management Wizard™ is execuled as ither an
installation task or configuration action for
Polcy Manager for DataPow er, The w zard
alow s you to configure the private key and
certificale used for secure communication
etw gen the DalaPow er applance and the
Authenfication Service.

The “PKI Keys Detais” section displays the
“Publc Key” that has been generated and
assigned to the object. I keys have not been
generaled and assigned, the “None Found™
mess age displays.

The "Certificale Detais™ seclion displays a
summary of information for the certificale
assigned to the current object. Assigned
certificales can be generated of imported using
this wizard. Certificate information presented
includes Subject DN, ssuer DM, Serial Number,
Effective Date, and Expiration Cate. ¥ 2
certificale has not been assigned, the “Hone
Feund™ message displays,

The “Key Management Oplions™ section
jprovides funclions: for performing key and
certificale management for the current cbject.
Option calegories include "Generate,” “Import,®
“Export,” and ‘Deleta’. Avalabls objects ane

PKI Keys Details
Public Key: MNone Found
Private Key: None Found

Certificate Details

None Found

Key Management Options

Generate Options

C Generate PKI Keys

© Generate X.509 Certificate

& Generate PKI Keys & X,509 Certificate

C Ganerate Certificate Signing Request (CSR)
Import Options

© Import ¥.509 Certificate

© Irnport Private Key & X.500 Certificate

Export Oplions
' Expart ¥.500 Cartificate
Delete Options
© Delete PKI Keys & %.509 Certificate

Mecd =

Cancel

3 After completingthe configuration clickso To Next Task

Step 5: Configure DataPower Security Options

1 On theConfigure DataPower Security Opti@eseenconfigure DataPower security options
for the authentication service to listen to authentication requests from the Bataer

Appliance.
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